Pasgen 1. NoarortoBka K paborte

B R @ T = ol T= Y. L= T 2
1.2 TpebOBaHMS K OOOPYAOBAHMED . .ueuttitteitesasesatesassnessaesasesasesassanseseeanesanesnneens 3
1.3 YCTAQHOBKQA MPOTPAMMDBI «ttusetunessnsssansssannsssnnssssnessanssssnssssnnsssnnesesnesmmnnsmnnnesns 4

1.4 [dob6asneHune n Bbi6Op KpnnTONpoBanaepa B HacTponkax Pabovero mecta QUIK. 5

1.5 Hactpoika wudposaHmsa cpeactsamMmm 6nMbanoTekn qrypto32 ..oovvvevvviieviinnnnennn. 8
1.6 Hactpownka wudposaHusa un SUIM cpeactsamm 6mbnmotekn MP......c.ccvviiiiiinnn.ns 9
1.7 Hactpoiika wudposaHua n JUIM cpeactsamu 6ubnmnotekmn OpenSSL ................ 15
1.8 Kntoum 3anycka Pabouero Mecta QUIK .....oeiiiiiiiiiiiii e naenaeneens 18
1.9 HacTpoMKa NapaMEeTPOB COCAMHEHMS . .uuriuteriitereineesantesaneesanessnnessanessaneesnnness 20
1.10 YCTaHOB/IEHUNE COEANHEHMUA C COPBEPOM 1.uuurtierraneresssannnesssasnnnesssssnseessennnnnesss 28
1.11 MOHUTOPUHI COCTOAHUSA COCAMHEHMS 1.uvinuttinnseirnessinsssannssassssnnsssinessansssanenss 31
1.12 BEpCHN KOMMOHEHTOB M TUTATMHOB .t .uuetsiatssnessnesanssssssssasssnsssnssnnssnsssnessnnins 34
1.13 O6HOBNEHNE BEPCUMN MPOTPAMMDBI 1.uteruteteneetenesainessaneseanneeasesanneseaneesaneesaneess 35
) R oY A AR Tt T T oY= 2 Lo ] - 36
MpunoxeHne 1. COOBLUEHNSA 00 OLUMOKAX ..vueineineieieeeeaeeaaeaneaneaneaneaneaneaneaneanenns 39

MpunoxeHune 2. MNpumep nonydyeHns ceptudukaTa yepes web-nHtepdenc
\Za0eTonfo]=1=T o) [ ol INT= o RN L=T o o= PP 43

PykoBopacTBo nonb3oBatens QUIK 1
Paspen 1: NMNoaroroBka k pa6ore



B naHHOM PykoBoacCTBe onucaHbl NpaBujia paboTbl C NporpamMmMowu,

ee OCHOBHble (PYHKLMUN, NOPAAOK YCTAHOBKM U HacTpoku. NMepen tem kak
COBEepLNTb CBOIO NEPBYIO cAeNIKY, NOXaJNlyUCcTa, NpounTanTe BHUMaTENlbHO
PyKkoBOACTBO MO 3KCMJlyaTauum, 3To noMmoxxeTt Bam usbexxartb BO3MOXHbIX
ownbok.

1.1 O6uwume cBegeHuns

Pab6ouee mecto QUIK aBASETCA OCHOBHbIM MOJ/Ib30BaTENIbCKUM MPUSTOXKEHMEM MPOrPaMMHOro
KoMMaeKca, NpeoCTaBNsoWmMM 4OCTYN K TOpraM U pbIHOYHOM MHbopMaumn yepes MHTepHeT
B peXmnme peasibHOro BpeMeHn (MHTEPHET-TPENANHT).

1.1.1 OcHOBHbIe (PyHKLMNMN

MonyyeHne nHdbopmayum

OaHa 13 OCHOBHbIX BO3MOXHOCTEN — oTobpaxkeHne 6mMpxxeBo nMHpopMaunm B pexmnme,
MaKCUManbHO NpubAMXEeHHOM K peanbHOMY BpeMeHU. Pabouee mecto QUIK no3sonset HabnwoaaTb
3a TEKYLUMM COCTOSSHWEM pblHKa, BK/IOYAs KOTUPOBKK BTOPOro ypoBHS (oyepeib 3asBOK, UK TakK
Ha3blBAEMbIN «CTaKaH» KOTUPOBOK), TaK N UCTOPUIO COBEPLUEHHbIX CAENOK. A TakxXe nonydyatb
HOBOCTM OT MH(OPMAaLMOHHbIX areHTCTB U 06MeHnBaTbLCA COObLEHNAMN C HPOKEPOM.

M'pacdhmkn n nHanMKaTopbIl

OnHaMumka xona TOproB HarnsgHo npeacraBneHa Ha rpadukax. Npadpukn B QUIK MoxHO
BbICTpanBaTtb Mo /t060My pbIHOYHOMY MapaMeTpy, C UCMONb30BaHMEM MHCTPYMEHTOB TEXHNYECKOro
aHanmsa n otobpaxxeHneMm UcTopum Topros. B npunoxeHnn peanmsoBaHo cebiwe 30 NHANKATOPOB
TEXHUYECKOro aHanmnsa, AUHuUK, yrabel n gyrm ®mboHayuun, a Takxe pnucosaHme TpeHA0BbIX,
rOPU30HTaNbHbIX U BEPTUKANbHbIX IMHUIA, rpadUUecKnx n TEKCTOBbIX METOK.

CoBeplueHne caenok

Pabouee mecto QUIK no3ssonseT BUAETb COCTOSAHUSA COBCTBEHHbIX CPEACTB KNMeHTa, popMuUpoBaTh
3as8BKM Ha NOKYMNKY/NpoAaxy WHCTPYMEHTOB M NepeaaBaTb UX Ha cepeep 6pokepa.
Moanep>xuBaeTcs NporpaMMHbIN BBOA 3a9BOK CPeACTBaMU BCTPOEHHbLIX S13bIKOB
nporpaMMmpoBaHuns 1 BBOJA 3a8BOK C rpaduka.

CraHgapTHbIn dyHKUuMoHan Paboyero mecta QUIK no3BonsieT HaCcTpoOmUTb TaK Ha3biBAEMbI
«CKaNbMepcKkuin cTakaH» (BU4 OKHa KOTUPOBOK), MO3BOJISAOLWMA MPU NOMOLM KHOMOK Ha NaHenm
OCYLLeCTBAATb 6bICTPbIN BBOA 3a89BOK, B TOM 4YuMC/ie C MOMOLWbIO TexHonormn drag-and-drop.

DKCNOpT U UMNOPT AAHHbIX

BcTpoeHHble cpeacTBa 3KCMopTa AaHHbIX NO3BONAIOT UCMO/1b30BaTh MOJTYYEHHYIO MHd)OpMaU,VII'O
B Apyrunx nporpamMmmax — cobcTBeHHbIX 6a3ax gaHHbIX MOMb30BaTeNs U CUCTEMax TexX. aHanusa.
BO3MOXeH 3KCMopT AaHHbIX HE TOJIbLKO MO CAesIKaM, HO U Mo nobbiM napaMeTpam TOpFOBOVI
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ceccuun. BbiBOA AaHHbIX MOXET OCYLECTBNATbCA KaK «TUKaMmn» (T.e. Mo KaXkaolh caenke), Tak
N «cBeYykaMmn» (AaHHbIMU NO MHTEpBany BpeMeHun). dkcnopT B MS Excel n 6a3bl gaHHbIX
ocyuwectensietcs yepe3 DDE nn6o ODBC 13 6onbluimHcTBa Tabnuy nporpaMmmbl, Bkatoyas OKHO
KOTMPOBOK («CTaKaH»).

NMnopT TpaH3akumii npeacrasnsieT coboi BO3MOXHOCTb MOAK/IIOYEHMS BHELLHUX NporpaMm ans
aBTOMaTM3auMm hopMMpPOBaHMS M BBOAA 3asiBOK B TOProByk CUCTEMY. MIMOOPT OCyLLecTBAAETCS
nocpencrtsom obMeHa AaHHbIMK Yyepes3 TeKCToBblie dalnbl nan yepes API.

1.1.2 Kak ycTpoeH MHTepHeT-TpeMauHr?

LleHTpanbHbIM 3BeHOM cuctembl ensetca cepsep QUIK. CepBep noaktOUYEH K TOProBbIM
cuctemam bBupxk Yepes crneuunanbHble «LW3bl», Nnepeaatolmne cepsepy nHbopmMauno o Toprax
n cpeacrtBax 6pokepa Ha 6upxe, U NpMHUMaKLWLKME NOpyYeHUs Ha NoKynky/npoaaxy. Cepsep
ocyuwectBnsieT c6op nHdbopmMaumm € TOProBbiX CUCTEM U ee TPAHCASALMIO BCEM aKTUBHbIM
(NOAKNIOYEHHBIM) KNMEHTaM C MMHUMasibHO BO3MOXHOW 3a[lePXXKON.

q

bupxa (\ l d Knueﬁm
Uinwos

Cepeep QUIK

umepnﬂn

AdmuHucmpamop Knuenm

AZMUHUCTPATOP CUCTEMbI PEFMCTPUPYET NMosib3oBaTesNel, ycTaHaBIMBaeT ANls HUX npasa
Ha nonb30BaHMe MHGOPMaUMen, a TakxXe onpeaenseT MMMUTbI CPeACTB KMeHTa, B npeaenax
KOTOpPbIX OH MOXEeT COBepLUaTb CAENKMU.

Monb3oBaTenb CUCTEMbI Nony4daeT 6MpxeByto MHMDOPMaLMIO 0 Xoae bMpXeBbiX TOProB, AO0CTYMHbIX
ONa TOProBan CpencTBax M MOXET CaMOCTOATENIbHO y4acTBOBATb B TOprax, nocbuias 3asiBKu
B TOProByl0 CUCTEMY HernocpeacTBeHHO ¢ Paboyero mecta QUIK.

CBs3b pabouero mecra nosb3oBaTeNsi C CEPBEPOM CUCTEMbI OCYLLECTBASETCS Yepes CceTb
NHTepHeT, npoTokon ceasn — TCP/IP. Bcs MHGOpMaUmMsa mexay CepBepoM U KIIMEHTOM nepenaeTcs
B 3awndpoBaHHOM Buae. Bo nsbexaHne HeCaHKLMOHMPOBAHHOIO A0CTYyMNa UCNOAb3YeTCs nNapob.

1.2 Tpeb6oBaHusa kK 06opyaoBaHMIO

Tabnuuy TpeboBaHuin K 060pyA0BaHNIO N MPOrpaMMHOMY ob6ecrneyeHno MOXHO NOCMOTPETb
Ha odMuManbHOM
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1.

1.

3 YcTtaHOBKa nporpamMmbl

Monyuunte anctpmbyTtne Pabouero mecta QUIK. Kak npaBmio, OH COAEPXUT HAaCTPONKKU ANS
paboTbl ¢ onpegeneHHbiM cepeepoM QUIK, noaTtoMy aonxeH 6biTb MNOSyyYeH HEMOCPEACTBEHHO
OT opraHusaumm, obcnyxmsatowen cepsep (bpokepa nnbo 6mpxn).

3anyctuTte ncnosHsaembin dann auctpubyTtmea n cnegymTe MHCTPYKUMSM NpPOrpaMmsl
yCTaHOBKMW. 10 OKOHYaHMKM yCTaHOBKK co3aacTtcs nanka QUIK B meHto Windows:
Myck/MporpaMmeil.

Onsa HapeXHoM B3aMMHOM naeHTUUKaLmMm cepBepHoOM 4yacTu nporpaMMmHoro komnnekca QUIK
N KNIMEHTCKOM YacTu nofnb3oBaTtens, a Takxke 415 3awmtel nHbopMaumm, nepegasaeMon no
KaHanam CBA3M, NCMNOoMb3yeTcs KpunTorpadunyeckas 3awmrta nHdopmaunm. JonoaHUTENbHO
AN NOANMUCKY TpaH3aKUMIA MOXET MCMNO/b30BaTbCA 3/IEKTPOHHasA umdposas noanuceb (3LM),

a Takxe MexaHm3M aAByxdakKTopHOM ayTeHTudukaummn. Cpeacrea 3alunTbl HaCTpanBarTCs
nonb3oBatenem B Pabouem mecte QUIK.

Ecnn Baw 6pokep npenoctaBun OTAENbHYO MHCTPYKLUMIO MO HAaCTPOMKe ayTeHTUdUKaLnm
n DUM, BbiNONHUTE ee. Ecnu Takas MHCTPYKUUS He npefocTaBieHa, nonyymte y Bawero
6pokepa MHdopMaumo, HeobxoanMyo AN HacTpolikn B Pabouem mecte QUIK MexaHu3MoB
ayTeHTudukaumm 1 3UM. JaHHaa nHdopMauna A0KHa BKAOYaTb B cebs OTBETbI Ha Takune
BOMpPOChI KakK:

KakmMm cnocobom byaeT npomcxoanTtb ayTeHTUdUKauns Ha cepeepe QUIK, kakoi
KpunTonpoBanaep 6yaeTt npu 3TOM MCMNONb30BATbLCA;

6yneT nu ncnonb3osaTbcsa UM, ¢ NOMOLWbBID Kakoro KpunTonposanaepa.

BbInonHMTE HAacTpokn ayTeHTUdDMKALUMK M KpunTorpadmuyeckon 3alnTbl nHpopMmaumm.

[Onsa aToro ycraHoBuTe nnu BbibepuTe N3 cnnucka yCTaHOB/IEHHbIX KPpUNTONPOBanAep, KOTOPbIN
ncnonbsyetcs Bawmm 6pokepoM, 1 BbINOSHUTE ero HacTpolky. B cucteme QUIK
noaaepXxmneaetcsa paborta co cneayrwmMMmM Kpuntonposangepamu:

qrypto32 - 6a30BbIl MEXaHM3M ayTeHTUdMKaLmMm no TeEXHOA0rMn
«My6nnuHbIN/cekpeTHbIN» Koy, OnncaHne nNpoueaypbl reHepauun Kden goctyna
cM. B PykoBoacTee nosnb3oBatens [porpamMMbl AN CO34aHMS U yNpaBaeHUs Ko4vaMm
(KeyGen). lNMporpamMma nocrasnsieTcsa B coctaBe Anctpnbytunsa. OnmcaHue npouenypbl
HaCTPOMKM KKOYEN CM. B M.

MP - onucaHue cM. B M.

OpenSSL - onncaHue cM. B M.

Job6asneHue n Bbibop KpunTonpoBangepa ans wudposaHus n UM B Pabouem mecte QUIK

onuncaH B M.

Ona 3anycka Paboyero mecta QUIK ncnonb3yiite spnbik UHcpopMaLMOHHO-TOpProBas cucrema
QUIK (dann info.exe).
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1.4 [o6aBneHue mn Bbl6Op KpunNTonposanaepa

B HacTpoMkax Pa6bouero mecra QUIK

1.4.1 Pe>xuMm wndposaHuna

JaHHbIn pPEXNM NCNOJIb3YETCA AN pa6OTbI Nno 3alMueHHOMY KaHany CBA3UN KJIMEHT—CEPBEP.

1. 3anyctute Pabouee mecto QUIK. B oCHOBHOM MeH0 BbibepuTe NyHKT Cucrema /
HacTpoiikn / OCHOBHbIE€ HAaCTPOMKM...

2. B oTKpbIBLIEMCS OKHE Bbl6epuTe BKIaaky «lMporpamma / LUndpoBaHunes.

HacTpoiikn knueHTckoro mecta

=)- Mporpamma

- MaHenn MHCTpYMEHTOR
- Mony4eHne gaHHb

- CoxpaHeHne gaHHbIx

. Dainel HacTpoek

- 3AMEHA MHCTRYMEHTOE
- KoHTexkcTHoe MeHio

- IKCNOPT A3HHBIX

- bydep obumena

. IpndTe

- 3BYKN

- HoeocTu

- Toproensa
+- 3anskn

.- Hactpoiika cuetoB

- 3AKPBITE NOINLWIA

- KnmenTekmii noprdens
+ Kotupoeku
E---,ﬂ,eHEbKHEH E4MHNLE

+- CooBuyenna
- Okna

Cnpaeka

LWndpoeate ¢ nomowbsio CK3M:

Texywee coctoanne CK3M:

HacTpoiikn no ymondaHng:

Otmena

HaxXMunTe Ha KHOMNKY D «Wundposatb ¢ nomowbio CK3U».

OTkpoeTca okHO «Kpunto-npoBanaepbl». OKHO COAEPXUT CANUCOK YCTAaHOBEHHbIX

KPUNTOMpPOBaAEPOB, a TakXXe Habop KHOMOK A/s yNpaB/IEHUS UMU:

Kpunto-npoeaiigepe

CrKCoK YoTAHOBNEHHEEX KPMITTO-NPOBaMIEpos

Grppta32 [Qpto32]

£

SPI_Provider [MultiPurpose SEP)

OMMCaHHE KPHMTO-NPOEAFAERS

*

Brifipate

Hacrpowute

JofaEuTE HOBRIF

Yaanime

Coznare ko

YeTaHoEuTE CERTHRUEAT

Jakpemh

PykoBopacTBo nonb3oBatens QUIK
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3. [na pobaBneHuss HOBOro KpMNTonpoBakgepa HaXXMUTE Ha KHOMNKY «/106aBnTb HOBbIN».
Mpn Ha)xaTuUM Ha KHOMKY OTKPbIBAETCS OKHO C/leaytowero snaa:

[JoBasnenne kpunTo-nposaigepa *

HazeaHue OnucaHue
|DpenSSL_F'rovidel | |DpenSSL_F'rovidel |

& 21N MCNOAHASMOrD MOgYNa
|D:\Front_1 4Open$SL_Fr.di |

9P alin HACTPORK. KPUMTO-NPOBaKgeEpa
|D:\Front_1 4OpenSSL_Prini |EE

HobaeuTe OTreHa

B okHe «[lobaBneHune KpmnTo-npOBaVl,qepa» 3anosiHnTe cnegyrume nonsa:

«®Dann NCNoNHAEMOro Moayna» — nyTb K danny 6ubnmnotekn wmndpoBaHus. Ecin
dann ykasaH BepHo, nons «HasBaHue» n «OnucaHme» 3anosHATCS aBTOMaTUYECKMU.

«®ann HacTpoek KpunTonpoBanaepa» — NyTb K anay HacTpoek WndpoBaHuS.

[ns coxpaHeHus HacTpoek HaxmuTe «[1o6aBnUTb». YTO6bI 3aKpbiTb OKHO 6€3 coXxpaHeHus
HacTpoek, HaxmuTe «OTMeHa».

4. [obaBneHHbI KpunTonposanaep nosBASETCA B CMMUCKE YCTAHOBIEHHbIX KPUNTONpPOBanaepos:

Kpunro-npeeaiigeps x

CrMEOoK YCTAHOBNEHHES KPUMTO-MPOBANIEPOE

MultiPurpose_SSPI_Provider [MultiPurpose SSPI_F
u] L Pravider [0 L Praovidar
Otypte32 [Qryptod2) ST

JofaEnTe HoBEIN

Ypanure

CosgaTe KAy

Y CTAHOBMTE CEPTURMEAT

< > Zakpeme

OnMcaHWe kpUMTa-NpOBAKaEpa

5. BblAenuTe HYXHbIA KpUNTONPOBaAEp M HAXMUTE KHOMKY «BbibpaTbs.

1.4.2 Pexxum OLN
[aHHbIN pexum ncnonblyetcs ansg paboTbl € ncnonb3oBaHmem L.
1. 3anyctute Pabouee mecto QUIK. B oCHOBHOM MeHI0 BbibepuTe NyHKT Cucrema /

HacTpoitikn / OCHOBHbIE€ HAaCTPOMKM...
2. B oTkpbiBLIEMCSA OKHe BblibepuTe Bkiagky «Toproens / DLUM».

PykoBopacTBo nonb3oBatens QUIK 6
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HacTpolikn knueHTckoro mecta

[=)- Mporpardra
- [aHEM HHCTPYMEHTOE
- [onyyeHHE AaHHE:X
CDHP&HEHHE AaHHBE
- P afinel HaCTROEK,
- JatdEHa HHOTPYMEHTOE
- K.OHTEKCTHOE MeHD
-+ JKCMOPT GaHHEIX
- bypep ofimeHa
- TR
- JeykH
- I MeppoBaHUe

- HosocTi
=~ Toproena

[+ JanBkM

- HacTpalika cyetos
- JaKPEITHE NOSMLME
[ KAMeHTCKMiA nopTeens
[#- K.oTHPOB#KM
- [eHewHan eguHHLa
- 3N
[+~ Coofwerra
[#- OrHa
- T eprUHanEHER rogys F

Cnpaexa

[ Denare IUMN Ha CKIM:

Terywes cocToaHue CR3M:

| MultiPurpoze_SSPI_Provider

oK OTreHa

HaxxmMuTe Ha KHoMkKy D «[denatb DUIM Ha CK3U».

OTKpoeTcs OKHO «KpunTto-nposBangepbl». OKHO COAEPXUT CMUCOK YCTAaHOBJIEHHbIX
KpMNTONpOBanaepos, a Takxxe Habop KHOMOK AN ynpaBiaeHUs UMn:

Kpunto-npoeaiigepe

<

CrKCoK YoTAHOBNEHHEEX KPMITTO-NPOBaMIEpos

X

Brif
1 [MultiPurp: SR

Hacrpowre

JoSaEuTE HOBBIE

YaanTe

Coznare ko

YeTaHoEuTE CERTHRUEAT

> 3akpeme

CnMcaHHE KPHITO-NPOESRLERS

3. Ansa pobaBneHns HOBOro KpunTonpoBanaepa HaXxXMmUTe Ha KHOMKY «[106aBUTb HOBbIN».

Mpwn HaXkaTUM Ha KHOMKY OTKPbIBAeTCs OKHO Creaylowero Buaa:

HazeaHue

[JoBasnenne kpunTo-nposaigepa *

OnucaHue

| OpenSSL_Provider

| | OpenSSL_Provider |

P 3l MCNOAHASMOrD MOIYA

| D:AFront_140penSSL_Prdll

P ain HACTPOEK KPHMTO-NPOBSMAGEPa

|D:\Frc-nt_1 4OpenSSL_Prini

Hobaeute Drena

PykoBoacTBo nonb3oBartensa QUIK
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B okHe «[lobaBneHune KpmnTo-npOBaVl,qepa» 3anosiHnTe cnegyroume nonsa:

«®Dans NCNOAHSAEMOro Mogynsa» — nyTb K danny 6ubnmnotekn wmndpoBaHus. Ecnm nyTb
N HanMeHoBaHMe danna ykasaHbl BepHo, nons «HassaHne» n «OnncaHme»
3anosIHATCS aBTOMATUYECKMU.

«®ann HacTpoeK KpunTonpoBangepa» — NyTb K danny HacTpoek wnudpoBaHms.

[Ons coxpaHeHUdA HacTpPOeK HaXMuTe «[]o6aBuTb». YTObDI 3aKpblTb OKHO bes COXpaHeHUA
HacTpoek, HaxMmnTe «OTMeHa».

4. [lob6aBneHHblli KpUNTONpoBamaep NosiBASETCS B CNMCKE YCTAaHOBNEHHbIX KPpMNTONPOBanaepos:

Kpwunro-npeeaigeps *

Cnucok YeTaHOBNEHHEL KPHMTO-NPOEali epoE
MultiPurpose _SSPI_Provider [MultiPurpose SSP1_F

1] L Provider [0 L_Provider

Hactpours
JoBaEKTE HoBEIN

Ypanure

Cozgate Koy

Y CTAHOBMTE CEPTHUERMKAT

< > 3akpems

OnMcaHue kpUMTo-NpoBaRaEpa

5. BblgenuTe HyXHbllA KpUNTOMPOBAMAEP M HAaXMUTE KHOMKY «BbibpaTb».

1.5 Hacrtpoika wundppoBaHma cpeacTtBaMm
6unbnunorexkm qrypto32

Mocne reHepaummn Ny6ANYHOIO N CEKPETHOMO K/OYEN NO MHCTPYKLUMK, ONMUCaAHHOW B PykoBoacTBe
nonb3osatens lNMporpaMmbl Ans co3gaHus v ynpasneHus knodamm (KeyGen), nonyuure

oT 6poKepa noaTBEpPXAEHME perncrpaumm nybamyHoro Kaya n HacTporTe Kpuntonposangep

B PaboueM MecTe QUIK cnegyowmm obpasom.

B okHe «KpunTto-npoBanaepbl» Bblaenute Kpuntonposanaep qrypto32n HaXKMnTe Ha KHOMKY
«HacTpouTb».

KpunTo-npoeaigepel *

CrMcok YoTaHOENEHHE KPMMTO-NPOBSHAEp0E

MultPurpose_SSPI_Provider [MuliPurpose_S5PI_F
enSL rovid OpenSSL_Provider |

BriSpate

Hacrpoute

JofaEWTE HOBEI

Hoanure

CozaaTe kaay

YeTaHoeTs CEQTHRHE ST

< > JakpeTh

ORMCaHKE KpKMTo-NPpoBakleEpa

PykoBopacTBo nonb3oBatens QUIK 8
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B OTKpPbIBLIEMCS OKHE YKaXWUTe MyTU K NyBIMYHOMY N CEKPETHOMY KIlHOUaAM:

Tekywne HacTpeikm *

Wenonk syemelit afin HacTpoek,

| Dv:AFromt_1hgrppto.cfg |

TP 2l ¢ NYGSAHYHEIMH KARKYSHM
|.\Ke_l,l\pubring.t:-:k |

Paiinc CEEPETHEIMK E M43

| Meyheecring. k. |

CoxpaHuTe OTtras

Mcnonb3yeMbiit haiin HacTpoek 6yaet BbibpaH aBTOMaTU4eCKHU.

HacTpolika 3aBepliaeTcs HaXaTMeM Ha KHonKy «COXpaHUTb».

1.6 Hacrpounka wncgpposaHusa m UM cpeacreamm
6unbnunorekn MP

1.6.1 HacTtpoiiku npoBaigepa

B okHe «KpunTto-npoBanaepbl» Bblaenute Kkpuntonposanaep MP 1 HaXXMUTE Ha KHOMKY

«HacTpontb».
KpunTo-npoeaigepel >
CruMcak YoTaHOENEHHE KPMITO-NPOBSHAEP0E it
EISpaTE
MuliPurpose_5 S Pl Provider [MUlPur: E
OpenSSL_Provider [OpenSSL_Provide
Gmpto32 [Dnpta32] | Hactponte
JofaEWTE HOBEI
Hoanure
CozaaTe Koy
YCTaHOBITE CEpTUdpMIEaT
< > JakpeTh
DnmcaHWe Kp9nTo-NpoBaiiepa

OTKpbIBLIEECA OKHO MpeaHa3HauyeHo Ans Bbi6opa cxeMbl ayTeHTUDUKAUNKN, @ TaKxKe ANns
NpPoCMOoTpa U peaakTMPOBaHUA HAaCTPOEK KPUNTO-NpoBanaepa ANs PpeXnMoB WwndpoBaHusa n SLM:

PykoBopacTBo nonb3oBatens QUIK 9
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Hactpoiikn npoeaiigepa X
AyTeHTUDNKELAR
10 MMEHW 1 MEPOMI0 v
LUndposaHie
CepHiHEIR HOMED:
WzaaTens cepTHdMKaTa:
Brnagenew, cepTndukaTa:
Mepion ARACTEMA CEPTUdMKATa:

MapaMeTpel NPOBEPKK CEPTUBMKETE

NokanbHoe xpaHunawe MK: Brikn,
MpoBEpATE CEPTHMKAT Ha OT36IE: Bhikn,

HacTpouTe
3un
CepHitHEIR HOMED:
WsaaTens cepTudmkaTa:
Bnapenel, cepTudmraTa:

Mepuoa AEACTEMA CEpTHdMKETA:

MapaMeTpel NpoBepiu cepTUdMKaTa

NokansHoe xpaHunawe MK: Brikn,
MpoBEpATE CEPTHAMKAT Ha OT36IE: Brikn,

HacTpouTe

B BbinagatowieM cnucke «AyteHTudukaums» Bblbepute cxemy ayTeHTUdUKaLmm:

«onpeaensieTca ceppepom» — cxema ayteHTUdurKaumm, HacTpoeHHas Ha cepeepe

Nno yMON4aHuIo;

«no cepTudunKaTy nonb3oBaTensa» — CXeMa ayTeHTuduKaummn no ceptudmkaTty nosb3oBaTens.
Ona paboTbl N0 faHHOM cxeMe ayTeHTudukKaumm HeobxoanMo co3gaTb KOUM N YCTAHOBUTb
ceptudukaT wndposaHus (cMm. . , );

«B AOMEHE N0 MUMEHW U NApPOJIO» — CXEMA ayTEHTUDMKALUUN MO AOMEHHOMY MMEHU N Maponio;
«MO0 MMEHU N NApPOID» — CXeMa ayTeHTUdMKaumm no MeHn u naponto. Cxema coBMecTnma

C nobon 13 UCNoNb3yeMbIX Ha CepBepe CXeM ayTeHTUdUuKauuu.

Ana pa6oTbl B pexxuMmax wndposaHua n LM MoXKeT UCNOb30BaTbCA KakK
OAMH, TaK U pa3sHble cepTudukaTtbl. MapameTpbl KpunTonpoBaiiaepa AnA
pa6oTbl B pexxume wmncpposaHusa u B pexxume LN HacTpamnBaroTca
oTAEe/IbHO U HEe3aBMCUMO ApYr OT Apyra.

B cnyyae Mcnonb3oBaHMA ayTeHTUdMKALNK MO cepTUdMKaTy Nosb3oBaTens», Heob6xoanmo
yKasaTb K/104YeBON KOHTelHep ansa wudposaHua u / nnm 3UNM, Haxae Ha KHOMKY «HacTpouTb».
Bbi6op K0YEBOro KOHTEMHEpPa OCYLLECTBASETCA OAHUM U3 CrieayoLWwmnx cnocobos:

«®ain ceptndukaTa» — ykasaTtb pann ceptudmkaTa, CBA3aHHOMO C K/IOYEBbIM KOHTEMHEPOM.

PykoBopacTBo nonb3oBatens QUIK 10
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Knrou n cepridukar wingposaHna X

(®) daiin cepTudmkaTa

| DeyQUIK certsicert_1.cer Brifpats

() ew cepridmrara

() Kniovesoli koHTefHep

[WenonssosaTe nokankHoe XpaHuaMwLe MK

[CINposepaTs cepTdMKaT Ha oT36IB

Cancel

«Xelw cepTudurkaTa» — ykasaTb Xew cepTudurkaTa, CBA3aHHOIO C K/OYEBLIM KOHTEAHEPOM:

r 1
BesonacHooTe Windows ﬁ

Bribop cepTudmkaTa

Metpos Metp MNeTpoBKy
Wsparens: VBer Test CA
HeiictemTener c: 08.05.2014 no 27.1...

i[lpocmoTpeTs cBOMCTER CEpTHdMK, .

‘l
A

‘ F‘T_\I
)

Cuaopos Backamia AHApee..
WMsparens: VBer Test CA
OeiicremTener ¢ 15.05.2014 no 27.1...

T~
A

Backabes Anapei CA0POE..
WMsparens: VBer Test CA
OeiicremTener ¢ 15.05.2014 no 27.1...

| —
=
F;I

[ OK ] | OtmeHa

«KnoyeBol KOHTEMHEP» — BblOpaTb K/IIOYEBOW KOHTEMNHEP.

Takxe B agnanore «Knwo4d n ceptndukat wundpoBanms / SLM» MOXHO yKasaTb cneayrouime
HaCTPOMKMU:

«/cnonb3oBaTb NokanbHoe xpaHunuuie MNK» — npu yCTaHOB/IEHHOM MpPU3HaKe KoY HaxoauTcs
B JTOKa/IbHOM XpaHW/MLLE KOMMbIOTEPA, NHAYe — B XpaHUINLLE TEKYLLErO MNoJjib3oBaTens.
«MpoBepka cepTudurKaTa No CNUCKY OT3bIBa» — NpU YCTaHOBNEHHOM MNpPU3HaKe NPOU3BOANTCS
npoBepka cepTudmKaTa KpMNTO-NpoBakAepoM MO CNMUCKY OT3bliBa CEPTUDMKATOB.

HacTpoika 3aBepluaeTcs HaxaTneM Ha KHomnky «OK».

1.6.2 NeHepauusa kKNO4YEBOW Napbl U 3anNpoca Ha cepTudukar

Ona paboTbl C cepBepoM yepes KaHas, 3awmaemMbln NocpeacTsoM nposangepa MP, n/wnun ans
OTNpaBKM TPpaH3aKUKMN Ha cepBep C ncnoab3osaHuem DUIM ¢ nomowbio 6ubnnotekn MP
Heob6xo0aMMO:

1. Cos3paTb KU cepTudmKkara.

PykoBopacTBo nonb3oBatens QUIK 11
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2. MonyuynTb cepTudukar.

3. YcraHoBuUTb cepTudukat (nogpobHee cM. . ).

[nsa co3aaHusa Knodva B okHe «KpunTo-npoBaliaepbl» BblAENUTE HYXHbIA KpUNTO-NpoBanaep

KYPCOPOM M HaXMUTe KHOMNKY «Co34aTb KOY»,

Kpunto-npoeaigepe

CnMcoK YoTaHOENEHHEIX KPWITT 0-NpOESFLepoE

| Pravider [MultiPy
OpenS5L_Provider [DpenSSL_Provider]
Gypto3? [Qpto3Z]

x

Britpars
Hactpowre
HoGaEVTE HOBLIF

Yaane

LCozaare ko i

< >

CnMCaHWe kpUMTmo-NpoEaALEpa

HCTaHOBMTE CEpTHPMEET

SaKpETE

B OTKpbIBLIEMCS OKHE YKaXWUTe MECTO CO3[laHWNsA U XpPaHEHUs KITIoYEBOro KoHTeliHepa (B cny4ae
ncnonb3oBaHus JaCarta unu eToken TpebyeTcs npeaBapuTeNbHas YCTaHOBKA COOTBETCTBYOLLMNX

NpOrpaMMHbIX NPOAYKTOB):

Hocutene kakeyesoro KoHTelHER

YKEKMTE HOCUTENE KIIDHEE0rD KOHTERHEPA:
() JaCarta
(eToken
(®)MS CSP Key Storage
() Aipyroii (yKazaTe KpUNTO-NpoBaiinep)

Microsoft Base Cryptographic Provider v1.0

lanee OTmMeHa

«JaCarta» — 3aKpbITbIA K/KOY XpaHUTCA B HeEM3BriekaeMoln namaTtu (bpenok);
«eToken» — 3aKpbITbIf K/IOY XpPaHUTCSA B Hen3BrekaeMon namatun (6penok);

«MS CSP Key Storage» — ctaHgapTHbIN HOCUTENb KKOYEBOro KoHTelHepa. ObpabaTtbiBaeTcs

¢ nomouwbto Crypto API n CSP «Microsoft Strong Cryptographic Provider»;
«[Opyron (ykasaTb KpunTo-nposanaep)» — BbiI6Op Apyroro KpunTo-npoBanaepa.

HaxxMuTe KHoNKy «[anee» u yKaXute rnapameTpbl Co34aHUA Kto4eBom napbl U 3anpoca

Ha CepTVId)MKaT. MapameTpsl, obs3aTenbHblie ANs 3arno/IHEHUSA, MOMEYEHbDI «*»:

PykoBopacTBo nonb3oBatens QUIK
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CozgaHne KNFOUEBOI Napsl U 3aNpoca Ha CepTUduKaT X

MapaMeTpbl CO3AEHHA KNOHES0A Naps!

KpunTo-npoeaitgep: | Microsoft Strong Cryptographic Provider |

MMA knoyesoro koHTefdepa: | Container |

Twn rioHa: (Oofmes  ()Moanmcs (@) OBa sapuaHTa

AnuHa knkoua (BuT): 1024

MUHMMaNEHSA ONMHE: 384
MaxkoiManeHas AnuHa: 16384

MapaMeTpEl 3aNPoca Ha CepTHdUKAT
Bnagenew cepTudmkaTa

oAC: | MNeTpos WeaH Cepreesid

*Email: | petrov@gmail,com |
FOPraHuzaLna: | OAD WHeecT” |
TloapasaeneHue | MNEHOB0-SKOHOMWYECKMI OTARA |
“llomKHOCTE: | CreutanmcT |
*Mopoa: | Bepack |
*0finacTb: | HCo |
*CTpara: | R |
@aiin 3aNpoca Ha cepTHduKaT
| D:'Front_1\certrequest.pem | BribpaTe
TopMaT daina 3anpoca Ha cepTudMKaT
@prem  (ODER

Cancel

1. Ecnm nonb3oBaTtenb paHee co3aaBaJl K/loueBble napbl C MOMOLWbIO AAAHHOIO
uHTepdeica, u 3HaueHUss NapaMeTpPoB NponucaHbl B (paiisie HaCTpoekK, U ecsiun
KpunTo-npoBanaep cosnagaeT C KpUMNTo-nposanaepoM, BbiI6paHHbIM
noJsib3oBaTesieM Ha wWare 1, To Nnons Avanora aBToMaTUYECKU 3anoJIHAIOTCA
COOTBETCTBYHOLWMUMHU 3HAYEeHnAMU u3 dainna HacTpoek (kpome nons «Nma
KJIOYEBOIro KOHTeMHepa» ).

2. B none «CtpaHa>» BBOAUTCA ABYX6YKBEHHbIA KO CTPaHbl MO cTaHaapTty ISO
(«ru» - Poccuiickana denepauums).

[Nanee dann 3anpoca Ha cepTudmkaT Heobxoanmo nepenatb 6pokepy No 3apaHee OroBOPEHHOMY
KaHany CBA3W M NonyunTb oT 6pokepa dann ceptudumkaTa.

Ecnun 6pokep camocTosiTenbHO hopMMpyeT cepTuduKaT ANs KANeHTa, TO KIAUEHTY
NpeaoCcTaBNAaeTC KOHTEMHEP C CeKPEeTHbIM KtoyoM (daiin ¢ pacwmpermem * .pfx). KnveHT
AOJ/KEH YCTaHOBUTb NOoNy4YeHHbIn dann, cneays MHCTPYKLUMW MacTepa YCTAaHOBKM:

PykoBopacTBo nonb3oBatens QUIK 13
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- -
MacTep ¥MNopTa CepTHEWKATOE [é]

Macrep nmnoprta ceptiguKaToe

3TOT MACTEP NOMOMAET KONHPOBATE CEpTHMKATE,
CAHCKM AOBEPHA H CIMCKH OT3EIES CepTHAHKATOE ©
MOKANEHOMD ANCKS B XPaHHIMLE CEpPTHHHKATOE,

CepThdiaT, BEIAEHHEIN WEHTROM CEpTHHMEALMA,
AENAETCA NOATEEMASHHEN EAWEH MHUHOCTH M
COAEPHHT HHPOPMALUHKD, HEDBROAHMYHD ANA 3SWHTEI
ASHHEL MM YCTEHOBNEHHA 3AlLHILEHHEIX CETEELIX
MOAKAHIYEHHH, XPaHHAMWLE CEPTHDHIEITOE - 3TO
0BNacTE CHOTEMB, NPEAHASHAYEHHARA ANA XPEHEHHA
CEpTHIbMKATOE,

ANA NPOACAMEHMA HEMMHTE KHOMKY "flanee”,

< Hazan

CTMEHS

CepTndukaT TakxKe MOXHO Mony4unTb yepe3 web-nHTepdenc yaoCTOBEPSIOWEro LEeHTpa
(nogpobHee cM. ).

[Janee MOXHO nepexoauTb K yCTaHOBKe cepTudunkarta yepes ¢popmy (cM. m. ).

1.6.3 YcraHoBKa ceptudukara

B okHe «KpunTo-npoBaiigepbl» BblAEINTE HYXHbI KpUNTONPOBANAEP N HAXXMUTE Ha KHOMKY
«YCTaHOBUTb cepTudunkaT».

Kpunto-npoeaigepel *
CrMCok, YoTaHOBNEHHEIR KPUITO-NPOBaFHLEpoE e I
. = - . = bIfpaTE
MuliPurpoze SSPIL Pravider [MultiPurpose S5FP1 H B

OpenS5L_Provider [DpenSSL_Provider]
Qrypta32 [Qivpto32] Hactpours
SignalComtessagefndS5LPro [SignalCormMessage
J06EEMTE HOBRIA

Yoanure

Cosaare Koy

YeraHoeuTs CEQTHPHKAT

< > Jakpeme

ONMCaHWE KpUMTO-NpoBaigepa

B OTKpbIBLUEMCS OKHE YKaXuTe HOCUTENb KA4deBon napbl n dann ceptudmkaTa:

¥cTaHoeka cepTudmkarta X

HKa}KHTE HOCMTENE KIHYEEOMN napel
(OJaCata  OeToken (8 Standard Key Storage

HrkakHTe Pain cepTHPHKATS:

| D:MOUIE ca_test_cert.cer | Beipars

YeraHoeMTE OrraeHa
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[ns yCcTaHOBKM BbIGpaHHOro cepTuduKkaTa HaXXMUTE KHOMKY «YCTaHOBUTL» (B 3@aBUCMMOCTU
OT MCMOJIb3YEMOro HoCUTENs U cepTudmrKaTa cMCTEMa Ha AaHHOM Liare MoxeT rnotpeboBaTb
BBECTM Naposib).

1.7 Hacrtpoika wndpposanuua m dUIMN cpeacrBamm
6nbnmnorekn OpenSSL

1.7.1 HacTpoiikn npoBainaepa

B okHe «KpunTo-npoBangepbi» Bblaenmte kpuntonposangep OpenSSL 1 HaXXMUTE Ha KHOMKY
«HacTtpoutb>».

KpunTo-npoeaigeps X

Cricok YoTaHOENEHHEI KPMITO-NPOEalilepoE

Brifpate

I Hacrpoure

JoBaEHTE HOBEIA

Ypanume

Coznate ko

JCTAHOBMTE CEpTHDHIAT

< > 2akpbTh

O nHCaHKe KpWNTo-NpoBakHLepa

OTKpbIBLIEECS OKHO NpeAHa3HauyeHo Ans Bbi6opa cxeMbl ayTeHTUdUKAUNUN, BbiGopa cepTUdnKaTos
wudpoBaHusa 1 LM, a Takxe ANA NPOCMOTPa NapaMeTpoB Bbl6paHHbIX CEPTUdUKATOB:

Hacrpoiin >

AYTEHTHDHKELMA no cepTMMKETY NoNb30BaTENA w Bribpats
Bnaneney: Tech_Userg2
WMspaTens: arga.ru
CepuiHEIl HoMep: 00D5 FA18 C976 975F 82
Cpok nefcTBMs: c: 26.07.2017 no: 26.07.2018

3neKTPoHHO-LbPOEas NOAMMCE Brifpate
Bnanenew: Tech_User02
MzpaTens: arga.ru

CepuitHeli Homep:  00DS5 FA1S C976 975F 52
Cpok AeicTBuMA: o 20.07,.2017 no: 26,07.2018

MyTh K XPaHUMMLLY CEpTUDMKATOE

| certs\store.pem BribpaTb

MposepATE cepTHdMKAT cepeepa
MyTh K Manke KopHEBEIX cepTUdMKaToE

| certs\CA | BribpaTb

nWb K Nanke MUCKoE 0T 3BIE0E

| certs\CRL | BribpaTb
Otveria
PykoBopacTBo nonb3oBatens QUIK 15
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B BbiNajaloLLeM CNUCKe «AyTeHTUDUKALMS» BblI6EpUTE CXEMY ayTEHTUDUKALUN:

«onpenensieTca ceppepoM» — Cxema ayTeHTMduMKaumm, HaCcTpoOeHHas Ha cepBepe

Nno yMOs4aHuio;

«no cepTudunKaTty nonb3oBaTens» — Cxema ayTeHTudukaumm no ceptudmkaTy nosb3oBaTens.
Onsa paboTbl N0 A@aHHOM cxeMe ayTeHTUdUKaunm HeobxoamMMo co3aaTb 3anNpoc Ha cepTudukaT
N YCTaHOBUTbL ero (cM. . , );

«B [IOMEHE MO MMEHU N NAPOIO» — CXeMa ayTeHTUdUKaUNM N0 AOMEHHOMY MMEHN N NApOSIo;
«MNO UMEHU M NApO» — CXEMA ayTEHTUDUKALUM MO UMEHN N NAPONIO;

«BHYTPW AOMEHa» — CXeMa ayTeHTUdMKaunm Nno 4OMEHHOMY MMEHW MOJib30BaTenNs.

AOns pa6oTtbl B pexxumax wmndpoBanuua n LM moxker MCnosib30BaTbCA KakK OQWH,
TakK M pa3Hble cepTudukartbl. MapaMeTpbl KpunTonposaaepa ana paborbl
B pexxuMme wmndpposaHua n B perxxume DL HacTpanBaloTCcsl oTAE/IbHO U HE3aBUCUMO

Apyr ot apyra.

B cnyyae ncnonb3oBaHMA ayTeHTUdMKAUNK «NO cepTUdMKaATy Nonb3oBaTensa», HeobxoamMMo
€0o34aTb 3anpoc Ha cepTUdMKaT, HaXaB Ha KHOMKY «BbibpaTb» (nogpobHee cM. n. ). Ecnu
B CUCTEMEe YyCTaHOB/IEH CePTUPMKAT, TO MO HAXKATUIO HA KHOMKY «BblbpaTb» OTKPOETCs OKHO
Bblbopa cepTudukaTta. lNMocne Bbibopa cepTudmkata B pamke oTobpasaTcsa ero napameTpsbl.

Mo Ha)kaTUIO Ha CTpesiKy OTKPbIBAOTCA NapaMeTpbl HACTPOMKN CXeMbl ayTeHTUdMKALNM
«Mo cepTuUdmKaTy Nosb3oBaTeNs» AN YCTAaHOBKW NpuM3Haka NpoBepku cepTudmkaTa cepsepa,
a Takxe Ana Bblbopa NyTen K nankaMm co CNUCKaMKn OT3biBa M KOPHEBbLIMWU cepTudunkaTamu.

HacTpoika 3aBepluaeTcs HaxaTueM Ha KHomnky «OK».,

1.7.2 NeHepauuna 3anpoca Ha cepTucdpukar

Y1066l NoNyunTb OT 6pokepa dann ceptudmkaTa, Heob6Xo0AMMO MO 3apaHee OroBOPEHHOMY KaHany
CBSA3U nepeaaTtb eMy dann 3anpoca Ha ceptudumkaT, chopMmpoBaHHbI B Pabouem mMecte QUIK.

Onanor cosgaHus 3anpoca Ha cepTUdUKaT MOXHO OTKPbITb B HACTPOMKAX KJIMEHTCKOro MecTa
cneapywowmmm cnocobamum:

B OKHe «Kpunto-npoBanaepbi» Bblaenute kpuntonposanaep OpenSSL U HaXMUTE Ha KHOMKY
«Co3faaTb Kto4»;

Ha Bknaake «Toproensa / DUM» HaXMUTe Ha KHOMKY «3arpy3nTb». B OTKPbIBLLUEMCS OKHe
Ha>XMUTe «3anpoc».
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MapameTpsl, obsi3aTesnibHblEe ANns 3aMoJIHEHUSA, MOMEYEHbI «*»:

3anpoc Ha cepTgmkar *
Bnaneney
*TonHoE MMA: | WeaHos Bnagumup HuKonaeeuy
*Email: | ivanov02@test.com
HOpraHuzauan; | TESTINVEST

WMHH: |

TloapasneneHue: | Ctaen01

=[] OMAHOCT: | Cneupsanict
*Topoa: | Hosocubupok
*PeruoH: | HCO
*CTpaHa: | RU
LokymeHT: |
r
[ononHMTENBHBIE MapaMET Pkl
AnNropuTM RSA | OnuHa 2048 v
©alin 3aNpoca Ha CepTMdMKaT:
| certrequest.pem | Boifpath

E-mail bpokepa:

B none «CrpaHa>» BBOAMUTCA ABYX6YKBEHHbIA KOA CTPaHbl NO CTaHAAPTY
ISO. Hanpumep, «ru» — Poccuiickaa depepauymsa.

1.7.3 YcraHoBKa ceptudumkara
CkonupynTe nony4yeHHbln oT 6pokepa cepTuduKaT B KOPHEBYIO AnpekToputo Pabouero mecrta
QUIK.

YcTaHoBKa cepTudmrkaTa BO3MOXHa ABYMSl Crocobamu:

1. B okHe «Kpunto-npoBanaepbl» Bblaenute kpuntornpoBangep OpenSSL v HaXXMUTE Ha KHOMKY
«YcTaHoBUTb cepTudmkaT». Boibepute dann ceptudmkaTa n HaxxMuTe «OTKPbITb>».
2. YcTaHoBKa cepTudukaTa Ha 3Tarne yCTaHOBKW CETEBOr0 COEANHEHUS:

3anycTute Pabouee mecto QUIK. Haxxmute ™2 ansa ycTtaHoOBKM coeanHeHns. OTKpoeTcs
OKHO BMAaa:

YCTaHOBKE CETEBOrC COEAMHEHMA e

D-TEST [182.161.26.12:15000] w

WHdpoEaTE gaHHER © NorMol e CE3A:

| OpenSSL_Provider |

Henonesosars HACTPORKK M3 daling:

Beoa OTrEHE LCrpaeka
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BbibepuTe dann HacTpoek B nose «Mcnonb3oBaTb HACTPOMKK N3 (ainna» u HaxmuTe
«BBog». MporpamMmma aBTOMaTMyeckn obHapyxuBaeT dann ceptndukaTa M BbIBOAUT
3anpoc Ha gobasrnieHne ero B XxpaHunnuwe. Haxmute «da».

JNoBasuTb HOBEIA cepTudmkaT

g Haigen Hoeeii ceptndmkar:

Bnagenew UserD1

Waparens: arga.ru

Cepwiinei Homep: 0003 FA18 C976 975F 8A
Cpok geiictema: ¢ 01.08.2017 no 01.08.2018

Xenaete gobasnTe ero B xpaHmanwe?

OTKpbIBaeTCHA 3anNpoC Ha 3alUMTy NPUBATHOro Kjto4da naponem. MNMpun HaxaTum
Ha KHonky «HeT» ceptudmkaT nobasnsercs 6e3 napons.

Bonpoc

e. XKenaeTe 33WMTUTE NPUEBATHEIA KNKOY Naponem?
Her

Ans BKAOYEHUS 3aWNTbl HaXMUTe «[la» n BBeaAUTE naposib.

Maponb Ao/mKeH coaepXaTb XOTs 6bl 04HY UMdPY, OAHY 3arnaBHYIO U OAHY CTPOYHYIO
6yKkBbl TaTUHCKOro andasuta. JjonyckaTcsa cuMBonbl « » (npoben) n «-» (gedunc).
OnunHa napons Aos)KHa COCTaBNsATb HE MeHee 8 CMMBOJIOB.

3anpoc napona bt
WMHbopMauma o cepTuduKaTe:

Bnanenew: Tech_User02

MzpaTens: arga.ru

CepuitHel Homep:  00DS FA18 C976 975F 82
Cpok geicTBMs: c: 26.07.2017 no: 26.07.2018

Mapons napone

Ommera

Bbibepute ceptudukat n Haxmute «OK».

[aHHbIn crnocob MCNOJIb3YETCA TaKXeE rnpun NJ1aHOBOW 3aMeHe CepTVICbVIKaTa.

1.8 Knrwoum 3anycka Pabouero mecrta QUIK

Mpu 3anycke Paboyero mecta QUIK n3 koMaHAHOM CTPOKM UCMOMNb3YIOTCS CNeaylowme Kaoum:

-clear - ouncTuTb cnyxebHble dannbl, KOTOpblEe coaepXaT Toproeble AaHHble (info.log (unn
curr_data.log B 3aBMCMMOCTK OT HAacTpoek TepMnHana), acnt.dat, alert.ik, alltrade.dat,
trades.dat, orders.dat). 310 no3BonsgeT yCKOpUTb 3arpy3Ky nNporpammsil.

-full-dump - B cnyyae Bo3HUKHOBeHUs owmnbku dopmmnpyetca DMP-dann, coaepkaluni
NosHY MHbOpMaLMio O NporpaMMe.
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-security-replace - nHcTtpymeHTbl B WND-(aine HacTpoek 3aMeHSItoTCS B COOTBETCTBUM
C npaBunammn, 3agaHHbiMK B (haline 3aMmeHbl.

dopmaT 3anycka:

info.exe -security-replace [<mumMa odalya C IpaBuilaMM 3aMEeHB> ]

Ecnu dainn 3amMeHbl He yKasaH, To ncnonb3dyetcsa gann replacements.txt, pacnonoxeHHbIn
B kaTanore ¢ Pabounm mectom QUIK.

®dopmaT darina 3amMeHsbl:

<CTapell KO

MHCTPpYMEHTA

<CTapeM KOZI

VMHCTPpYyMEHTa

kJjacca 1>,<CrapelM KOI MHCTPyMeHTa 1>=<HoBBIM KOI KJjlacca 1>,<HOBHIM KOZ

1>

kjacca N>, <CrapeM KOI MHCTpPyMeHTa N>=<HoBbIM KOI KJjlacca N>, <HOBHM KO

N>

3aMeHATCA creayolme napamMeTpbl:

Koa nHCTpyMeHTa;
KpaTkoe 1 nosiHoe HaMMeHOBaHWe MHCTPYMEHTA;

Kog knacca;

HanmeHoBaHMe Knacca.

AN KOppPeKTHOW 3aMeHbl MHCTPYMEHTOB B Tabnuue «Jocka ONnuUUOHOB>
B KauecTBe KofAa KJlacca c/iefgyeT yKa3biBaTb KO KJjlacca OMNLUMOHOB,
a B KauecTBe 3aMeHSeMOro MUHCTPyYMeHTa — kog 6a30Boro akTusa.

Ecnu ykasaHHbI B daline 3aMeHbl MHCTPYMEHT He HaldeH B CMpaBOYHUKE MHCTPYMEHTOB
Pabouero mecta QUIK, To onepaumnst 3aMeHbl HE BbINOHAETCS.

Mpumep danna:

SPBOPT, GZ10250BJ6=SPBOPT,GZ10250BL6

SPBFUT, SiZ6=

SPBFUT, SiH7

Ana coxpaHeHnss N3MeHEeHHOoro ¢ainna HacTpoek Heo6xoanMMo

ncnoJsib3oBaTtb (PyHKLIMOHaN coxpaHeHus koHdurypaumm Pabouero mecra
QUIK B WND-cpann (cMm. B n. 2.12 Pazgena 2 «OCHOBHbI€ NPUHLMNDI
pa6oTtbi»).
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1.9 Hacrtpoika napaMeTpoB coeAMHEeHUA

1. Mo yMonuyaHMIO NpeanaraerTcs TMN coeAuHeHUs, KOTopbiiA 6blJ1 UCNMOJIb30OBaH
npv npeabiaywem noaknoyeHun. Ecnm kakoe-1o coeguHeHune 6bis1o
OTpeaAaKTUpPOBaHO wiu Ao6aBneHo, TO NpPU o4YepeaHOM NOoAKJIIUYEHUM
OHO 6yaeT NpeasioXKeHOo Mo YMOJIYaHUIO.

2. PekoMeHAyeTCs HAaCTPOUTb OUEpPeAHOCTb 3anuceiM B CNUCKe coeAuHEeHUM
B nopsaake y6biBaHMS 4acTOTbl MCMOJIb3OBAaHUS COEAMHEHUH, NepeMeLllas

~ L

CTPOKM B CNMUCKE KHOMNMKaMM CO CTpeJikaMm n .

MpocMmoTp A0CTyNHBIX COEaMHEHNI *

FIHpopMaLnAa o coeguHEHWAX

OnucaHne coegmk IP-Anpec Mopt Knioy cepeepa A

KRISS 192.168.37.171 9200 QUIK_BROKER
KRISE 192.168.37.171 9300 QUIK_BROKER Oobaeuts
R
Pepaktuposatmne coegrHerna * R WamennTs
OnNUCaHne COBONHeHnA CeTtesoi agpec Mopt Kniou cepeepa E
~ w
|KRI85 | |192.158.3?.1?1 | |9300 | |inf0 R
R Yoanurs

TTpW pa3pLiBe CEA3N
BOCCTaHaBNWEATE CBAZL ABTOMATMYECKH Yyepes CceKyHa © |1U:UU:UU = | go |23:UD:DU =

MpK BOCCTAHOBMNEHWA MCNONE3I0BATE TONLKD NapaMeTpel NOCNEOHErD COBOUHEHWA

B npouecce padoTsl

[ NpoBepATh CBA3L ¢ CEPBEPOM Kamane 00 CEKyHO, NockinanA coofleHne pasMepom | 128 Gailt

CoxpaHute OTMeHa Crnpaeka

OTkponTe NyHKT MeHio Cucrtema/CoeanHEHMUS....

Ons pegakTupoBaHus BbibepuTe CTPOKY U3 cnncka «MHdopMauna o COeANHEHUAX» U HaXMUTe
KHOMKY «/I3MEeHUTb>».

Onsa co3gaHms HOBOrO CoOeAMHEHUS HAaXMUTe KHOMKY «[lo6aBuTb».

B none «CeTeBol agpec» ykaxute AOCTYMNHbIN CETEBOMN afpec KOMMNbloTepa, Ha KOTOPOM
ycTaHoBneH cepeep QUIK, B none «lMopt» — nopT cepsepa. MNpu paboTe yepes npokcm-cepeep
B JIOKANbHOW CETU ero ceTeBol aapec v NopT YKa3blBAKOTCSA B MYHKTE MEHIO MPOrpamMmMmbl
Cucrema/Hactponku/CoeanHeHune ¢ MUHTepHETOM... (ONMcaHMe HaCTPOMKN COeaMNHEHUS
yepes NpoKcu-cepsep CM. B . ).

B none «Kniou cepeepa» ykaxute naeHtudumnkaTop knoda cepsepa. NaeHtudukatop
coobuaetca AgmmHucTpaTopoM cepeepa QUIK.

B none «CeTeBoi aapec>» yka3biBaeTca ceTreBoe nma wiu IP-agpec koMmnbloTepa,
Ha KOTOPOM ycTaHoBJieH cepBep QUIK.

HaxxmuTe KHOMKy «[da» ansi COXpaHeHUst UBMEHEHUN UK KHOMNKY «OTMeHa» Ans 3aKpbiTus
OKHa 6e3 coxpaHeHwusl.
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7. [Onsa ynaneHusi HEHY>XHOro CoeAMHEHWUs BblAenuTe ero B cnucke «MHdopmauus
O COEIHEHUSAX>» U HAXMUTE KHOMKY «YAanuTb».

HacTpoiiku aBTOMaTUYECKOro BOCCTAaHOBJIEHUSA CBSAI3U C CEPBEPOM
1. YcraHoBuTe hnaxok «BoccTaHaBNMBaTh CBA3b aBTOMATMUECKM Yepes ... CEKYHA C ... A0 ...».

B Mofie «4yepes ... CEKyHA» 3ajaiTe nepnoa OXuaaHus B CeKyHaax. PekoMeHayeMblin
nHTepBan: 15-60 cekyHA. MMHMUManbHbIM MHTEpBanN: 5 cekyHa.

B nonsx «c ... 0o...» ykaxute nepuoa BPEMEHUN, B TEYEHUE KOToporo byaer
[eliCTBOBaTb BOCCTAHOB/IEHNE CBSA3WN. YKa3bIBAETCA CUCTEMHOE BPEMS KOMMbOTEPA
nosb3oBaTens. PekoMeHAyeTcsa HacTpanMBaTh NEPMOA B COOTBETCTBUM CO BPEMEHEM
npoBeaeHns TOproe Ha 6Mpixe, Tak Kak Nno 3aBepLIeHNN TOProB cepeep
aBTOMATMYECKM OTKJIIOYAET BCEX MOMb30BaTeNe. B nocneayowme Toproeblie AHN
cBsA3b 6yAeT aBTOMAaTMYECKN BOCCTAHABMBATLCA B Ha3HaYe€HHOE BpeMs.

2. Ecnu dnaxok «lpn BOCCTaHOB/IEHMN UCMNOSIb30BaTb TO/IbKO MapaMeTpbl NOCNeAHEero
coeavHeHus» BKAOYeH (N0 YMOMYaHMIO), TO cneayolee coeAuHeHne yCTaHaBINBAETCA C TEMU
XXe& HacTpomkaMmu, 4To 1 B npeabiayLlen nonbiTke.

Ecnu dnaxok CHAT, TO cneaytollee coeAnHeEHNe yCTaHaBMBaETCs C HAaCTpolikamu,
yKasaHHbIMW B cneaytoLlen cTpoke cnucka «MHdopMauma o coegmHeHnax». ns storo

Heo6X0ANMO YNopAA0UYUTb CINCOK AOCTYMHbIX COEAUHEHWNI C MOMOLLbIO KHOMOK @ n ﬁ
B COOTBETCTBUM C XKelaeMoW o4epeaHOCTbo nepebopa coeanHEeHU. 3Ta BOSMOXHOCTb MOXET
MCNoNb30BaTbCA AN NOAKIIOUEHUS K CEPBEPY Yepes pasHbiX NpoBaliiepoB.

HacTpoiiku MOHUTOPUHIra 3aAepiKeK Ha KaHaJsie CBA3MU

Ecnu yctaHoBneH dnaxok «poBepAaTb CBA3b C CEPBEPOM KaXAble ... CEKYH/A, Nocblnas
coobueHne pa3Mepom ... 6anT», To NporpaMmMma NpoBOAUT PErYAPHbLIA 3aMep 3a4EpPXEK Ha KaHarne
CBSI3W MeXAy CEPBEPOM U K/IMEHTOM, MPU 3TOM 3HAYEHME NO YMOUYaHMIO (M MUHUMANbHOE
3HaueHune) 30 cekyHA. Pe3ynbTaTbl 3aMepoB oTobpaxatTcsi B «MHDOPMaLMOHHOM OKHE>,

CM. .

DyHKUMS UMeeT napaMeTpbl AN HACTPONKMN:

WHTEepBas B CEKyHAaX Mexay OTnpaBKOW COObLEeHNI, pekoMeHayeMasa BenuunHa: «60»;
BeIMYMHa OTNpaBAsSeMoro naketa, B 6antax, pekoMeHayeMas BefnymHa: «128».

1.9.1 HacTpoiika napaMeTpoOB NMoJIy4eHUS U COXPAaHEHUSA [AaHHbIX

MonyyeHune paHHbIX
HacTpolika nonyyeHus AaHHbIX BbINOMHSAETCA Yepes MyHKT MEHI0
Cucrema/HacTtpoiikmn/OCHOBHbI€ HAaCTPOMKM..., pasaen «lporpamMma» / «[onyyeHne faHHbIX>.

1. <<|/|HTepBa}'I 06HOBIEHNS AaHHbIX C TEKYWHMNM COCTOAHUNEM» — YyNnpaBJieHne NnepnognvyHoCTbio
obHOBNEHMS AaHHbIX B Tabnuue TEKYLWNX TOPros.:

«3anpalwunBaTb AaHHbIE pa3 B ... CEK.» — OaHHbIN NMPpU3HaK NO3BONIAET OTK/HOYNTDL
HEMPEPbLIBHOE NOJTy4YEHUE AAHHbIX ANA Tabnnubl TeKywmx Topros. pun BKAKOYEHHOM
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npusHake nHgopmauuns B Tabnnue ob6HOBNSETCS NepruoamMyeckn Yepes yCTaHOBEHHbIN
MHTEepBan, B cekyHaax. MakcumanbHbIn nepmog ob6HoBneHna — 60 cekyHAa. Mpu3sHak
BKJIIOUYEH MO YMOIYaHUIO. 3HAYEHME MO YMONYaHUIO: «1»,

2. «Mpwn nony4yeHnn HOBOro MHCTpPyMeHTa» — ynpasneHune gobasneHneM HOBbIX MHCTPYMEHTOB

B CyllecTBylolmMe Tabnmubi:

«[lo6aBnaTb ero Bo BCce Tabnuubl» — ecnm Gnaxxok yCTaHOBNEH, TO NMpPU MOsSIBNEHUN

B TOPrOBOM CMCTEME HOBOIO MHCTPYMEHTA B KaKoM-nbo knacce oH 6yaet nobasneH

BO BCe cyuwecTeylowme Tabnnubl, rae otobpaxatoTcs MHCTPYMEHTbl AaHHOro Knacca,

a Takxe pobaBneH B CNMCOK MHCTPYMEHTOB, oTobpaxaeMbix B «Tabnuue TekyLwmx

TOproe».

3. «[lonyuyeHune no3mumin no rnobanbHOMy UNLTPY KIMEHTa» — ecn 1axoK YyCTaHOBJIEH,
TO Nosib30BaTe b MOJIyYaeT TOSIbKO MNO3ULMKM MO KOAY, YKasaHHOMY B rnobanbHOM dunbTpe.
Ecnu B dumnbTpe BbibpaHoO 3Ha4YeHne «<He ykasaH>», TO NoJsly4eHme No3nuUnii He NponcxoauT.
Mpn namMeHeHun Koga knmeHTa B «0bweM dbuabTpe KIMEHTOB» WUAKN NMepekNtoyYeHnm Ha
BKNaAKy C APYIMM KOAOM KAMEHTA NoslydeHne no3numn Nnponcxoamt No HOBOMY KOAY KJ/IMEHTa.
Mpun BkNtoYEHHOM (hnaxke «[lonydyeHmne No3nunii No rnobanbHOMY PUNLTPY KINEHTa»
yCTaHOBKa unbTpa 4Yepes NyHKT meHio CepBuchbl / O6wme punbrTpbl... 1M60 HaxaTnem
coyeTtaHusa knasuw Ctrl+G n BrknodeHne onuum «Mcknoyatb U3 dunbTpa BblbpaHHble» (CM. M.
2.8 Pazgena 2 «OcHOBHbIe NpuHUMNbl paboTbl») He NCNonb3yeTcs. 10 YMONUYaHMIO HacTponKa
BbIK/1lOYEHA.

KoTuposku

HacTpoika cnMCcKoB MHCTPYMEHTOB AN NONyYeHUs MHpOpMaLMmn No KOTUPOBKAM BbIMOHSAETCS
yepes NyHKT MeHio Cuctema/HacTpoitkun/OCHOBHbIE€ HAaCTPOMKM..., pasaen

«Mporpamma» / «lMonyyeHue gaHHbIX»/«KOTUPOBKN>».

DoprnpoEaTe cNucok oBHOBNAEMEIX MWHCTPYMEHTOE W N3PaMETPOE:

9] "YMHEIM" 33K330M JAHHBIX (PEKDMEHIYETCR)

@ no EblépEHHblM Knaccam:

[B] Beibpats ece “ Knaccoe 26/26
EES Anroputm EESZ2 © oTHOCUTEABHBIM CN (s17]
. P pea WHcTpymenTos 424374243
SMSs py!

VHBECT-NAEM Mapamerpoe 140/140
Kpocc-kypcel Bantor
ME BantoTa: MHgekcwl
Laln Th T o e Knacc: MB ®P: T+ Kopn.obauraummn
MEBE ©P: A1-CBnuraumn

MB ®P: MHgekce

ME ®P: OGnuraumm (pacy.s EUR)
ME ©P: Mepeuunoe pasmeledune (cBanragim) BriBpano 1757 s 1757 HactpounTe...
MB @P: PMC: AT-Akunm 1 nawn

[] ®unstp uHcTpymenToe

ME @P: T+ ETF [] ®unetp napametpos
ME ®P: T+ Al-Axkuwn, nan w POP
ME ©P; T+ A1-OBauraumn BeiGpano 64 s 64 HactponTs...

MB ©P: T+ A-Axupn

MBE @P: T+ OBawraunn (pacy.e USD)

MEBE @P: T+ Man

Onuwoner FORTS w

HacTpoute no oTKpbITbiM TaGauuam CBpocnTe huneTpe!

Coxpanute OTmena
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«POPMUPOBATL CMMCOK MONYYAEMbIX MHCTPYMEHTOB M NMapaMeTpoB» — HaCTPolkKa obbeMa AaHHbIX,
nosly4yaeMbix ¢ cepsepa. [M03BONAET OrpaHMUYnTb CMUCOK NMPUHMMaEMbIX AaHHbIX A1 COKpaLLeHUs
Tpaduka:

1. «”"yMHbIM” 3aKa30M AaHHbIX (PEKOMEHAYETCS)» — MoJsly4aTb HOBblE 3HAYEHUS MO MHCTPYMEHTaM
N UX NapameTpam, KoTopble oTobpaxatoTca B Tabnmuax nporpaMMbl, HEO6X0AMMbIX AN
pacyeTa MapXWHanbHbIX NOKa3aTenen, NoKynaTesbHON CNOCOBHOCTM, NCNOJIb3YIOTCA
B ckpunTtax Lua n QPILE, oTobpaxatoTcsa Ha rpadunkax, 3KCNOPTUPYIOTCA B CUCTEMBbI
TEXHMYECKOro aHanm3a 1M UCMnob3yTCst BHEWHWMW MOAKIOYAEMbIMU MOAYISMMU.

Cnucok Tabnuu, coaepXXmmoe KOTOpbIX BANSAET Ha Habop nony4vyaeMblX MHCTPYMEHTOB
M napameTpoB:

Tabnuua TeKyLwunx ToOpros;

Tabnuua namMeHeHUn NapaMeTpoB;

Tabnuua ncTtopum 3Ha4YeHu;

KnneHTtckun noptdens;

Kynute/lpoaaTb;

Jlocka onumoHoB;

Tabnuua nokanbHbIX OMNOBELLEHNI NO NapaMeTpaM Tabnnubl TEKYLWNX TOPros.

2. «ro BbI6paHHbIM KiaccaM» — MoslyyaTb HOBbIE 3HAYEHMS MO UHCTPYMEHTAM U UX NapaMeTpaM
Nno Bbl6paHHbIM B OKHE AaHHbIM. B OKHe npeacTaBneH CMUCOK, rAe C MOMOLLbIO rasiouek MOXHO
Bbl6paTb KNacchl, MO/yYaeMbIX AaHHbIX. TakXe AOCTYMNeH MOUCK.

MyHKT «BblbpaTb Bce» — OTMeYaeT BCe Kacchbl / ounLLaeT Bce.

KHomnka «HacTpouTb N0 OTKPbITbIM Tabamuam» — HacTpOUTb aBTOMaTMyeckmn GUNbTPbI
WHCTPYMEHTOB M NapaMeTpoB, BbibpaB TONIbKO T€ MHCTPYMEHTbI U UX NapaMeTpsbl,
KoTopble oTobpaxatTca B Tabnmuax, OTKpbITbIX NO/b30BaTEEM Ha AAHHbIA MOMEHT.
Mpwn pengakTupoBaHMK Nonb3oBaTeneMm HacTpoek Tabnuuy, HaCTPOMKK PUIbTPOB
NMPUHMMAEMbIX AAHHbIX U3MEHSTCS COOTBETCTBEHHO.

Mpw BKIIOYUEHHOW HACTPOMKE KPOMeE OTKPbITbIX OKOH YYMUTbIBalOTCA

TakK)xe napameTpbl, Heo6xoauMbie AJIA pacyeTa Map>XUHaJibHbIX
nokasaresier U NnokynartesibHOM CNoCo6HOCTM.

KHonka «Cbpocutb dunbTpbl» — cbpacbiBaeT BCe HACTPOEHHbIE PUNbTPbI N0 KlaccaM.

O6was crtaTucTMka no BceMm Bbl6paHHbIM M AOCTYNHbIM NapaMeTpam 0To6pa>|<aeTc;|
cnpaBa OT CnNNCKa,

KlaccoB BbI6paHO / KNACCOB AOCTYMNHO — KOMMYECTBO Bbl6paHHbIX / AOCTYMHbIX
K/1accos;

WHCTPYMEHTOB BbI6paHO / MHCTPYMEHTOB AOCTYMHO — obllee KONNYecTso
BblbpaHHbIX / AOCTYMHbIX NHCTPYMEHTOB;

napaMeTpoB BbiOpaHO / NapaMeTpoB AOCTYMHO — obuiee KOIMYeCcTBO BblOpaHHbIX /
OOCTYMHbIX NapaMeTpoB.

BHYTpM Kaxxgoro knacca HacTpauMBaloTCs:

«OUNbTP UHCTPYMEHTOB» — €Ccnn (hf1aXKoK YCTAHOB/IEH, TO NPUEM ZlaHHbIX
OCYLLECTBISIETCS TOJIbKO MO Bbl6paHHbIM MHCTPYMEHTaM. Ecnu dnaxok CHST,
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TO NPMEM [laHHbIX OCYLLECTB/ISETCS NO BCEM MHCTPYMEHTaM, AOCTYMNHbIM A8
ZlaHHOro knacca. Knaccbl, Mo KOTOPbIM YCTaHOBMEH (PUIbLTP MHCTPYMEHTOB,
BblAENSAOTCS CEPbIM LIBETOM;

«®UNbTPp NapaMeTpoB» — ec/in hJ1IaXOK YCTAaHOBJIEH, TO MPUEM AAHHbIX
OCYLLECTB/IAETCS TOJIbKO Mo Bbl6paHHbIM NapaMeTpaM. Ecnun dnaxok cHAT,
TO NPMEM JlaHHbIX OCYLLECTB/ISETCA N0 BCEM NapaMeTpaM, AOCTYMNHbIM A/
WHCTPYMEHTOB JaHHOro knacca. C noMollblo AaHHOro GuibTpa MOXHO
0TKa3aTbCs OT MOSyYeHUss HEUCMNOb3yEeMbIX NapaMeTPoB.

CTaTnctnka no MHCTPyYMEHTaM M napamMeTpaM BblbpaHHOro knacca otobpaxaercs
noa punbTpamu.

CoxpaHunTe HaCTPOMKM, HaXxaB KHOMKY «COXpaHUTb>».

O6e3nnueHHbIe cAenku

HacTponka cnncKkoB MHCTPYMEHTOB A5 nosyvyeHns nHdopmaumm no obesnnyeHHbIM caenkam
BbIMNOSHAETCSA Yepe3 NYHKT MeHto Cuctema/HacTpoiikn/OCHOBHbIE HAaCTPOMUKM..., pa3aen
«[porpamma» / «lMonyyeHne aaHHbIx»/«06e3nMYeHHble CAENKN>».

BelBpaTe Knacckl WHCTPYMEHTOB!

[m] BuiGpats BCe ~ Knaccos 2/23
[] EES AnropwTa EES2 ¢ 0THOCMTENBHBIM CRPEAOM

] MrsecT-uaen Whctpymentos  1815/4233
[1 ME Bantora: Mngekce

MEBE @P: T+ Kopn.oBauraumn

[ ME ®P: A1-OGnuraumn Knacc: MB ®F: Mngexcim
MB ®P: MHgexce:
] ME @P: Ofnuraumm (pacu.e EUR) O] ®unstp mHcTpymerTos

[] ME @P: Mepeuunce pazmewenme (o6auraym)

] MBE ®P: PMNC: A1-Akuam 1 nawn

] ME ®P: T+ ETF

] MBE ®P: T+ A1-Akumn, nan w PAP

[ MBE ®P: T+ A1-OBauraumm

] MBE ®P: T+ [-Akupu

] ME ®P: T+ OBanraumm (pacy.e USD)

[ MB ®P: T+ Man

1 Onumene FORTS

[] Ornpaeka daiinoe gna oT4eTos v

BeiGpano 38 us 58 Hactpours...

CEpocnTe GUNETpEI

D HDJ’I)"‘-IETb oBEINMYEHHBIE CAENKK C MOMEHTE NOAKNHOYEHWNA

ﬂep E33K333Th JaHHBIE

Coxpanute OTmena

1. <<Bb|6paTb KJ1aCCbl MHCTPYMEHTOB>» — MNOJZly4aTb HOBblE€ 3HAa4Ye€HNA MO MHCTPYMEHTAM KJ1aCCOB,
Bbl6paHHbIM B OKHe. B okHe npeacrtaBieH CNMCOK AOCTYMHbIX K1aCCoB. Takoxke AOCTyneH

NOUCK.
_ NyHkT «BbibpaTb BCe» — oTMe4daeT BCe KaccChl / o4YMLLaeT BCe KNacchl.
_ KHonka «C6pocntb dunbTpbl» — cbpacbiBaeT BCe HAaCTpOeHHble DUAbLTPbI.
_ O6uwas cratmctmka no BCceM BblbpaHHbIM KnaccaM n MHCTpyMeHTaM oTobpaxaeTcs
cnpasa OT CMUCKa;
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K/1accoB BbI6paHO / KNaccoB AOCTYMHO — KOMIMYECTBO BblI6paHHbIX / AOCTYMHbIX
K/1accoB;

WHCTPYMEHTOB Bbl6paHO / MHCTPYMEHTOB AOCTYMNHO — obliee KOAM4ecTBo BbibpaHHbIX
/ BOCTYMHbIX UHCTPYMEHTOB;

BHYTpM Kaxxgoro kiacca HacTpavMBaeTcs:

«@UNbTP UHCTPYMEHTOB» — eCnn (hf1aXKOK YCTAHOB/EH, TO NPUEM ZlaHHbIX
OCYLLECTB/ISETCA TOJIbKO MO BblI6paHHbIM MHCTPYMeHTaM. Ecnu dnaxok cHAT, To Npuem
JaHHbIX OCYLLECTB/ISIETCSA MO BCEM MHCTPYMEHTAM, AOCTYMHbIM A8 AAHHOr0 K/acca.
Knaccbl, N0 KOTOPbIM YCTaHOBMEH UNLTP MHCTPYMEHTOB, BbIAENSAKTCA CEPbIM
LiIBETOM.

CraTuctnka no MHCTpyMeHTaM BbibpaHHOro kiacca otobpaxaetcsa noa dunbTpamu.

2. «Mony4daTb o6e3nnYeHHble CAE/TIKM C MOMEHTa NOAKJIIOYEHMS» — HACTpolKa pacCbliku
ob6e3nmnyeHHbIX caenok nosb3oBaTtento. Ecnu dnaxok ycraHoBneH, To nHdbopMaumsa o caenkax
noctynaet ¢ cepsepa QUIK ¢ MOMeHTa yCTaHOBJ/IEHUS CBSA3UN C cepBepoM. Ecnn dnaxok CHAT
(no ymMonuyaHuio), TO CAeNKu A03aKa3blBalOTCA C YYETOM NocneaHen caenku, MMeLWencs
B Pabouem mecte QUIK.

3. «[lepe3akasaTb AaHHbIE» — NPU HaXaTUM KHOMKW yaanseTcs BCA AOCTYNHas MHdopMauuns
06 obeznnueHHbIX caenkax (oumwaroTcs Bce Tabnuubl 1 danioBoe XxpaHUULLE), CAENKHU
nepesakasblBalOTCA C YYETOM HacTpoinku «lMony4yate o6e3nmyeHHble caenkm C MOMeHTa
NOAKOUEHUS >,

CoxpaHunTe HaCTpOMKM, HaXKaB KHOMKY «COXpaHUTb>».

I KomMmeHTapuu:

CrnncoK MHCTPYMEHTOB, Bbl6paHHbIX NO YMOAYaHUIO B Ananore co3gaHuns Tabnuuebl
06e3nnyeHHbIX cAenoK, coBnagaeT co CMUCKOM UHCTPYMEHTOB, OTMEYEHHbIX
nonb30BaTesieM B AManore HaCTpPOMKM 3aKasa 06e3/IMUYEHHbIX CAENOoK.

Mpn gobasneHun B Tabnuuy obe3nnyeHHbIX CAEN0K MHCTPYMEHTOB, NO KOTOPbIM

He 3aKasaHbl 06e3nnyeHHble caenku (T.e. MHCTPYMeHTbl He 6binu BbibpaHbl B Ananore
HaCTpoeK 3aka3a 06e3/IMYeHHbIX CAEeNoK), AaHHble MHCTPYMEHTbl aBTOMaTUYECKH
006aBNATCA B CMUMCOK MHCTPYMEHTOB AN 3aka3a 06e3/IMYeHHbIX CAeNOoK.

Ecnv npu co3paHum TMKoBbIX rpadukos no Tabnuvue obe3nnyeHHbIX CAenoK Unm
npu HacTpolKe 3KCNopTa TUKOB B CUCTEMbI TEX. aHannsa Ha oCHoBaHuKM Tabnuubl
06e3nnyeHHbIX CAenoK nosb3oBaTesNb BblbMpaeT NHCTPYMEHT, N0 KOTOPOMY

He 3aKa3aHbl 06e3/InMyYeHHble CAeNKn, TO AaHHbIW MHCTPYMEHT aBTOMaTUYeCKU
nobaBnaeTcs B CNMCOK MHCTPYMEHTOB ANS 3aKa3a 06e3NnMYeHHbIX CAENOoK.

Mo kHonke «[lepe3akasaTb AaHHbIe» He NpeAyCcMOTpeHa aBToOMaTu4yeckas O4YnCTKa
OaHHbIX 455 aKcrnopTa obe3nnyeHHbIX caenok ¢ ncnonb3osaHnem ODBC n DDE.
OuuncTka AaHHbIX NPOM3BOANTCA NOSIb30BaTENEM BPYyUHY0. lepesanyck pacyeTa
QPILE-nopTdens TakxKe OCyLWeCTBASETCA NONb30BaTENEM BPYUHYIO.

CoxpaHeHMe flaHHbIX

HacTpolika coxpaHeHMs AaHHbIX BbIMOMHAETCS Yepe3 MYHKT MEeHHo
Cucrema/Hactpoiikun/OCHOBHbIe HAaCTPOMKM..., pasaen «lMporpamMmma» / «CoxpaHeHne
AAHHbBIX>»>,

1. «CoxpaHsaTb ANna nony4vyaeMblX MHCTPYMEHTOB M NapaMeTpoB» — NpU3HaKy, onpeaensioume
KONM4ecTBo MHbopMaummn, XxpaHumon Pabounm mectom QUIK gnsa nocnepytowero
NCroNIb30BaHUA.
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«TONbKO AaHHbIE, OTPaXKalLLMe TEKYLLEE COCTOSIHUE» — COXPAHATCA nocseaHue
3HAYEHMSA NapaMeTpos,

«[laHHble, oTpaXkalolmne TeKyllee COCTOSIHNE M BCIO UCTOPUIO UBMEHEHUIT» —
COXPaHATCS BCE MPUHSATbIE 3HAUYEHMS NnapamMeTpoB. [laHHoe CBOWCTBO HEO6X0ANMO
npwu Mcnonb3oBaHUM Tabnunubl UCTOPUM 3HaYEHUIK, Tabnmubl U3BMEHEHUS NAapaMeTpoB,
NoCTpoeHus rpadmKoB No 3Ha4YeHUsAM Tabnuubl TEKYLINMX TOProB, a TaKXe 3KCrnopTa
NaHHbIX B CUCTEMbl TEXHNUUYECKOrO aHann3a, ecim Ux UCTOYHUKOM aBnseTca Tabnvua
TeKyLNX TOPros.

«[MonyyaTb NponyLeHHbIe AaHHble» (BNUAET Ha CKOPOCTb PaboTbl MPUIOXEHUS) —
Nnpwu yCTaHOBMIEHHOM (laxxke nporpamMma nosly4aeT C cepBepa BCe AaHHble C Havana
TOProB 3a 3TOT A€eHb. [pU CHATOM laxke NPON3BOAUTCS NMPUEM TOJIbKO HOBbIX
NaHHbIX.

AaHHoe cBOWCTBO Heo6xoaMMo, ecnm ucnonb3yerca Tabnuua ncropum (nnbo
B rpadmkax Mcnosib3yroTcs napamerpbl us Taébnuuybl ncropmn) nn6o Tabnuuya
U3MeHeHMH 3HavYeHu napameTpoB. Ecam ykasaHHble Tabnauybl

He 3aAeMCTBOBaHbl, PEKOMEHAYEeTCA OTKJIIOUYUTb 3TOT h/1aXkoK Anna

yMeHbLleHusa Tpadumka.

2. «OynwaTb AaHHble NOCNEe CMEHbI AaTbI»:

«Ha nokanbHOM MalKnHe» — OYULLAET B NaMsATU AaHHble nNpeablayLien TOprosom
ceccumu cpasy nocsie 3anycka nporpamMmmsbl, A0 YCTaHOBNEHUSA CBS3M C CEPBEPOM.
Ncnonb3yiTe 3TOT BapuaHT, eCc/im HET HeobXoAMMOCTMN Nony4vYaTb MHPOpPMaLMIO

O Toprax 3a npeabiaywmin AeHb Nepen HayasioM TOProB 3a TEKYLWNIA AEHD.

«Ha cepBepe (Npu yCTaHOBNEHMN CBA3KN)>» — OYMNLLAET AaHHbIE NpeablayLlen TOProBow
ceccuu npu NOSIBNEHMM Ha cepBepe AaHHbIX, OTHOCSALMXCS K HOBOW TOProBON Ceccuun.
Ncnonb3yliTe 3TO BapMaHT, ecin MHgopMaums o Toprax NpUHMMAETCs YyTPOM
cnegywouwero gHs (HanpuMMep, n3-3a CYLWeCTBEHHOW pa3HMLbl B YaCOBbIX Mosicax).

1.9.2 HacTtpoiika coeguHeHUs yepes3 NpoKcu-cepeep

Onsa opranmsaunm pabotbl cuctembl QUIK 13 nokanbHOM CETU, MMEKOLWEN OrpaHNYEeHME AOCTYyNa
B MIHTepHeT, ckopee Bcero notpebyeTrcs HacTporika NpoKCM-cepBepa agMMHUCTPAToOpPOM CETH.
Ecnu cywecTByeT BO3MOXHOCTb YCTAaHOBUTb coegmHeHne 6e3 ncnonb3oBaHMs NpoKcuM-cepeepa,
TO BbINONHATb 3Ty HaCTPOWKY He cneayer.

1. OTkpounTe NnyHKT MeHlo Cuctema/Hacrtpoitkn/CoeanHeHue ¢ UHTepHeETOM....

Cosgvnenue c MuTepHeTom l—S__"hJ
| Mcnonesosate npokcH - cepeep
Ceresoit agpec  0.0.0.0 Mopr O
[NpoToKoN B3aUMOAERCTEHA C MPOKCH - CEPEEROM
SOCKSE 25 HAEHTHEHE ALK NONE30ESTENA -
MaEHTHRHIALMA NONES0ESTENA
ZanpaWMESTE WMA W NAP0NE B MPOLECCE CORLHHEHUA
HUTaTE WA W NAp0k M3 Bakina HACTPoRKK
WMr4a W napone
Wraa Mapone
Lo ] [comen [ Copeecs |
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2. YcraHoBuTe dnaxok «Mcnonb3oBaTb NPOKCU-CepBEP>.

3. B nonsax «CeteBori agpec» n «lMopT» BBEAUTE agpec n NOpT Npokcu-cepeepa (coobwaetcs
aAMWHUCTPATOPOM JIOKasIbHOM ceTun). Ero Takxxe MOXHO HalTW B HACTpOMKax nporpaMmbl
obospesaTena UHTepHeT, HanpuMep ans MS Internet Explorer Hy>XHO OTKpPbITb MYHKT MEHIO
CepBuc/CBoiicTBa 6pay3epa, Bklagka «lMoaknoueHns», HaxaTb «HacTpoika cetu» —

B pasaene «[poKcu-cepBep» yKasaHbl agpec NpoKCuU-cepBepa M HOMEp nopTa, KOTOpble HYXHO
yKasaTb B HaCTpOMKax.

B none «Apgpec>» yka3sblBaeTcsl cetesoe nma wnum IP-agpec koMmnbiloTepa,
Ha KOTOPOM ycTaHoBJieH cepBep QUIK.

4. BbibepuTe MCNOMb3yeMblii TUM COEAUHEHMUS:

«SOCKS5 ¢ nageHTndmkaumen no UMEHU 1 Napoa» — ecsin NpoKcu-cepeep
noaaepxunsaeT npotokos SOCKSS5, n Tpebyetca naeHtudmkaumsa nonb3osaTtens.
B aToM cnyyae nma u naposnb 4n4a Aoctyna B MIHTepHeT 6yaeT 3anpawmnsBaTtbCsa Ans
BBOJA MOJib30BaTeNeM BPYUHYI, ecnin BbiIbpaHO ycnoBue «3anpalimBaTb UMS UIN
naposnb B Npouecce coegnHeHus», nnbo oHn 6yayT coxpaHeHbl B dan HacTpoek
cucTemsbl, ecnn BbibpaHo ycnoeue «4Ymrtatb MMS 1 Naposib M3 daiaa HaCTPONKM».,

«SOCKS5 6e3 nageHTndunkaumm nonb3oBaTensa» — ec/iv NpoKCU-cepeep noaaepxunBaeT
npotokon SOCKS5 n nageHtndumnkaums nonb3osartensa He TpebyeTcs.

«CONNECT 4epe3 HTTP nopT npokcu-cepsepa» — ecnin npotokon SOCKS5

He NoAAEPXUBAETCA CEPBEPOM, HO BO3MOXHO MCMO/b30BaHME KOMaHAbl NpOToKoNa
CONNECT. Huxe npuBeneHbl NpMMepbl HAaCTPOMKK ANsi NPOKCU-CEPBEPOB,
NpOTECTUPOBAHHbIX HA BO3MOXHOCTb paboThbl ¢ QUIK:

Squid proxy (TpebyeTcs AononHUTENbHAas HaCcTpoinka),
MS Proxy (TpebyeTcs AOMNONHUTENbHAS HACTpoKa),
WinGate (HacTpoika He TpebyeTtcs).

«CONNECT yepe3 HTTP nopT c ngeHtTMdunkaumen no MMEHU 1 Napon» — ecsu
npotokon SOCKS5 He nogaepXnBaeTcsi CEpBepoOM, HO BO3MOXHO UCMOSIb30BaHMeE
koMaHabl npoTtokona CONNECT, u Tpebyetca naeHTudmnKkaumns nonb3osaTtens.

NUma n naponb Ans goctyna B MHTepHeT 6yaeT 3anpawmBaTbCa 45 BBOAA
Nnonb30BaTesieM BPY4YHYyt0, ecnu BbibpaHo ycnoBue «3anpalimneaTb UMS UM Naposib
B nNpouecce coegnHeHuns», nmbo oHn 6yayT coxpaHeHbl B hain HaCTPOEK CUCTEMBI,
ecnun BblbpaHo ycnoBue «4YmTtaTb MMS U Naposib U3 daiinia HaCTPONKU» .

UHdopmMmauma ana agMUHUCTpPaToOpa JIOKaJibHOM CeTU MO HaCTpPoWKe NPOoKCU-cepBepa
Heobxognmo Bkatountb nopT QUIK (HoMep nopTta coobuwaeTca agMmHucTpaTtopom cepeepa QUIK)
B CMMCOK MOPTOB, Yepe3 KOTopble pa3peLleHo yCTaHOoBNeHMe SSL-coeanHeHus.

1. Hactpoikn gnsa Squid Proxy

B danne squid.conf (o6bi4HO 3TO /usr/local/squid/etc/squid.conf) gomkHbl 66ITb Ccneaytowme

CTPOKMU:
BkntoueHne 200 (HanpuMep) nopTa B CNMCOK SLL-nopTOoB:

acl SSL ports port 443 563 200
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acl Safe ports port 80 21 443 447 563 1025-65535 200

Paspewntb ncnonbsosatb Metog CONNECT npu obpalieHnn Ha onpeaeneHHbie Bbille
SSL-nopThbl:

acl CONNECT method CONNECT
http access deny CONNECT !SSL ports

2. Hactpoviku gna MSProxy

Heobxoanmo ¢ noMowbto nporpamMmmbl Regedit n3aMeHUTb Ha KOMMNbIOTEPE C YCTAHOB/IEHHbIM
MSProxy oaunH n3 knw4en B peectpe Windows:

HKEY LOCAL MACHINE/SYSTEM/CurrentControlSet/Services/W3Proxy/Parameters/SSLPortListM

embers

B cnucok noptoB HeobxoaMMo A06aBUTb Mcnosb3yembin nopT (Hanpumep, 200). Ecnn BkIto4eH
KOHTpO/b AocTyna ans cepeuca «Web Proxy», To ons npotokona «Secure» Hy>XHO 406aBUTb
rpynny «Everyone». B xypHanax cepBuca 3TW coeAnHeHns byayT perncTtpupoBaTbCs Kak

OT NOMb30BATENS «anoNymous».

1.10 YcTaHOB/IeHue coeauHeHUs C cepBepoM

1. Haxmute KHOMKy ™2 Ha NaHenm MHCTPYMEHTOB NN60 BbiGepUTe MYHKT MEHIO
Cucrema/YCTaHOBUTb CO€AMHEHME.... TaKXe MOXHO MCMO0/Ib30BaTb KOMOMHALMIO KaBuL
«Ctri»+«Q».

2. [pwu ncnonb3oBaHuM KpunTonposangepa MP ¢ xpaHeHMEM CeKpPeTHOro Kit4a B
HensBieKaeMon NamsATV BCTaBbTe KNOYEBON HocuTenb. CoegMHEHMe C CepBEPOM YCTaHOBUTCA
aBTOMaTU4eCKM.

3. [lpu ncnonb3osaHmnun kpuntonposarnaepoB Qrypto32, MP unn OpenSSL (co cxemoi
ayTeHTUdMKaLMN «B JOMEHE MO UMEHU N Naposio» UM «MO0 UMEHU U Maposo») HacTpouTe
napaMeTpbl coeanHeHNs B OkHe «aeHTudMKauna nonb3oBaTens»:

WaeHTudnkauma none3ceatena

KRIS5 [192.168.37.171:9500] v

|||-1I‘.Iﬂ NONB30EATENA |

| naponk ru |D

| [ 3anomuuTe nma Bxog OTnMeHa

Bbibepute Tpebyemoe coegnHeHne. PekomeHgaumm no Bbibopy npegnoyTUTESIbHOMO
CoeMHEHUS MOXHO NoNy4YnTb Y aaMUHUCTpaTopa cepeepa cuctembol QUIK.
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MocTtaBnsiemas B ANCTpmbyTrBe KOHMUrypauus nporpaMMbl COAEPXUT onpeaeneHHbIn
CMMNCOK HAaCTPOEHHbIX coegnHeHuni. NMpn HeobxoaANMOCTN MOXHO A06aBnATL/yAanaTb
coeanHeHns NMbo M3MeHSTb UX HAacTpolrku (CM. M. ).

Beeaunte nmsa nonb3osatens (login), ykazaHHOe Npu perncTpaunm Kawda, u naposb

K HeMy. [pn BBOAE obpallaliTe BHUMMaHMe Ha NpaBUIbHOCTb BbibOpa perncrpa
KnaBMaTypbl U A3blKa, B KOHLE CTPOKM oTObparkaeTcs 6yKBEHHbIN KO4 packnaakm

n pexunma BeBoga 6yks, npu HaxaTtol knasuwe Caps Lock koa packnagku
oTobpaxkaeTcsa nponucHbiMm 6ykBamu (Hanpumep, RU/EN). YTobbl noka3saTtb / CKpbITb
naposib HAXXMUTE Ha 3HAYOK «rna3s» @ / ¥ . [Napofib MOXET 6bITb U3MEHEH, NoApobHee

CM. B .

Ecnun BKNOYEH NPU3HaAK «3anOMHUTb UMS», TO NPU CnefyloLweM OTKPbITUKM Ananora
nosne «MMa nonb3oBaTensa» aBTOMaTUUYECKU 3aN0JHUTCA NpeabiayLnUM BBEAEHHbIM
3Ha4YeEHNEM.

3HaueHme nons «NMsa nonb3oBaTensa>» 3aNnOMUHAETCH NMPU HaXaTtum
KHONKK «Bxop>.

Haxxmute «Bxoa». B cnydae ycnewHoro coeainHeHnsa Ha 3KpaHe rnosaBuTcs
cooTBeTCTBYlOWEee coobleHne ¢ gaHHbIMM O Npeablayliem Bxoae (aata, spems, IP-
aapec). O BO3MOXHbIX owWnbKax cM. «CoobueHunst 06 owmnbkax».

4. Tpu ncnonb3oBaHun Kpuntonposanaepa MultiPurpose nnm OpenSSL (co cxemon
ayTeHTUdMKauMmM «no ceptudukaTy Nosb3oBaTesss») HaCTPONTE NapaMeTpbl COeaNHEHUS
B OKHe «YCTaHOBKa CETEBOro COeAMHEHUSI» :

¥CTaHOBKE CETEBOrC COEAMHEHMA x>

D-TEST [192.161.26.12:15000] w

WnepoEaTE naHHEE © norMow ko CK3M:

| OpenSSL_Provider |

Henonesoeare HACTPORKK Ms daling:

| D:4Front_140penSSL_Prini | || B

Beoa OTrEHE LCrpaeka

BbibepuTe TpebyeMoe coeanHeHne. PekoMeHaaumm no Bbi6opy NpeanoyYTUTebHOro
COEeAMHEHUNS MOXHO MOJTYYnUTb Y agMUHUCTpaTopa cepeepa cuctembl QUIK.

MocTtaBnsiemas B ANCTpMbyTMBE KOH(MUrypauus nporpaMMbl COAEPXUT OnpeaeneHHbI
CMMNCOK HAaCTPOEHHbIX coegnHeHuni. NMpn HeobxoaAnMOCTN MOXHO A06aBNATL/yAaNaTb
coegmnHeHns nNMbo M3MeHSATb UX HACTPOKMKK (CM. n. ).

HanmeHoBaHme kpunTonpoBanaepa (CUCTeMbl KpunTorpadmyeckon 3awmTol
nHdopMaummn), NCNOMb3yeMoro npu wWndpoBaHuKn, nponmcaHo B none «LlWndposaTtb
AaHHble ¢ noMowbio CK3M». B none «Mcnonb3oBaTbh HAaCTPONKU U3 danna» yKaxure
nyTb M HAMMeHOBaHMe dalna HacTpoek AaHHOro Kpunrtonposargepa nmbo soibepute
dann c NOMOLLBI0 KHOMKU «...».

Haxxmute «BBog». B cny4ae ycnewHoro coeanHeHMs Ha aKpaHe nosiBuTcs coobuieHne
cucrtembl «CoegmnHeHmne yctaHoBeHo». O BO3MOXHbIX owKnbKax CM.
«CoobueHns 06 owmnbkax».

YTo6bl OTKOUNTHLCA OT CepBepa, HAXMUTE KHOMKY & Ha NaHesn MHCTPYMEHTOB NnMbo BbibepuTe
NyHKT MeHi0 Cuctema/Pa3opBaTb coeAnHEHMeE.... TaKXe MOXHO MCNosib30BaTb KOMOMHALMIO
KnaBmw «Alt»+«Q».
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1.10.1 N3MeHeHMe napons

Ananor usmeHeHuns naponsi OTKpbIBAETCA:

Mpun BbIBOpPE NyHKTa MeHo CepBucbl/U3MeHUTb NapoJsib. [TyHKT MEHIO AOCTYMEH Mpu
yCTaHOB/IEHHOM coeanHeHuun ¢ cepeepoM QUIK, ecnu ncnonb3syercsa kpuntonposangep MP
nnn OpenSSL co cxeMol ayTeHTUdUKaLMN «N0 MMEHU U NAPOIO».

Mo ncreyeHun cpoka AencTeus napons, nMbo ecnum Ha cepeBepe B HAaCTPOMKax Nosib3oBaTtens
BKJIIOUEH MpU3HaK «TpeboBaTb CMeHbI Naposis Npu cneayowem Bxoae», Nnocae BBoaa
TeKyLero MMeHn nosib3osaTtens n napons.

Vsmenenmne napons b4

user(1

naposb en| &

HOEBIM Naponk en| &

NOATEEPMCAEHHME Napons en| ©

Viamerums Ommena

B ananore «M3meHeHne napons» Heo6xoAuMMo yKa3aTb 3HAYEHMUS CeAyHoLUMX NapaMeTpoB:

1. MNpun BBOAE o6pallaiiTe BHUMaHME Ha NpaBUIbHOCTb Bbl6opa perncrpa
KJIaBMaTypbl U A3blKa, B KOHLEe CTPOKU OoTO6parkaeTcs 6yKBeHHbIW KOA pacKl1agku
M pe>kuMa BBoaa 6ykB, Nnpu Ha)kaTou knasuwe Caps Lock koa packiagku
oTo6pa>kaeTcs NponUCcHbIMKU 6ykBaMu (HanpuMmep: aHrMncKkas packjagka
C HakaTou knasuwen Caps Lock 6yaer oto6parkatbcsa 3HaueHneM «EN>» cnpaBa
B rnosie BBoAla NapoJis, a pycckasa packiagaka 6e3s knasuwum Caps Lock 6yaer
oTo6parkaTbCA 3HAYEHUEM «ru>).

2. YT106bl NOKa3aTb / CKPbITb NapoJ/ib HAXXMUTE HA 3HAUOK «rnas» & [/ &

«Mnapofib» — TeKyLWMn naposib NoAb3oBaTens;
«HOBbI/ Napo/b» — HOBbIV Maposib NoJib30BaTenNs;
«MnoATBepPXAEHNE NApONs» — NOBTOPHbLIA BBOA HOBOro Napons Ans NOATBEPXAEHUS.

CMeHa TEKYLLEro napond Ha HOBbIN npon3BoanTCAa NpuU Ha>XXaTun KHOMKA «NI3MEHUTb>».

BAXKHO! NMpu Ha)>xaTm Ha KHOMNKY «A3MeHUTb>» BbINOJIHAETCA
aBTOMaTuuyeckoe nepenoagknoyeHme Kk cepsepy QUIK.
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1.11 MOHUTOPUHI COCTOAHUA COeaAUHEHMUSA

KOHTPO/Ib CBSI3M C CEPBEPOM OCYLLECTBSIETCA HECKONbKMMM Crocobamu:

1. MHAMKaTOpP COCTOAAHUA COeAMHEHMS C CEpPBEPOM PACMOJIOXKEH B MPABOM Yriy CTPOKU
cocTosiHusA. OTo6pa)kaeT AaTy TOProB, AaHHbIe MO KOTOPbIM NpUHUMaloTcs ¢ cepBepa QUIK
(HanpuMep, NpeabiayLmMe TOpru MOryT BbiTh 3arpPy>XeHbl C CEpBEPA YTPOM CeAyoLWEro AHs).
OTcyTCTBME AaThl B MHAMKATOPE O3HaYaeT OTCYTCTBUE NPUHATLIX AaHHbIX. LiBET MHAMKATOpa
CUMBOJIN3UPYET COCTOSIHUE COEINHEHUS:

3eneHbin — coegnHeHune YCTaHOB/1EHO, AaHHble obHoBNAOTCA.

XenTtbili - coegMHeHne He YCTaHOBJIEHO, AaHHble He 0bHOoBNAKTCA (YKasaHa gaTta
nocnegHero o6HOBNEHUS AaHHbIX).

2. NHdopmMaumoHHOe OKHO oTobpaxaeT NosiHbin HAabop CTaTUCTUYECKNX NapaMeTpoB AN
KOHTPO/ISl 3@ COCTOSIHUEM COeAMHEHUs C cepBepoM. HacTpolika OKHa OCYLLEeCTBASETCSA U3 MyHKTa
MeHio Cucrtema/0O nporpamme/NHPoOpMaLMOHHOE OKHO....

B oTKpbiBLWEMCSA OKHE HeobxoamMo BbibpaTb CMMCOK M 04epeaHOCTb MapaMeTpos,
oTobpaxkaembix B MHOOPMALMOHHOM OKHe. YCTaHOBNEHHbI diaXXoK «PacwimpeHHbin Habop»
nobaBnaeT AONOSHUTENbHbIE NapaMeTpbl B CMUCOK AOCTYMHbIX MapaMeTpoB:

BriGepuTe MHTEp ECYHOLWIME NapaMETPEI b4
3aronoeok okHa | WHdopraumoHHoe okHo |
A Bepcus nporpanubr
[ata Toproe JILLELT Bpema nocneaned sanucn
Bpema cepeepa OTcTaelwan zanuce
Bpemna nocnegreii sanncn [obGaswTs Bee Onucanne cepeepa ﬁh
Yucno sanucen Cprannsaums
Mocnearnn sanucs ﬁﬂ@_
OTcTaswan sannce YEpate .JL,
CoeguHeHne
IP-agpec cepeepa Ouncruts
|P-nopT cepeepa
Onncanne coeanHEHA € CEPE W

Pacwnpentbiil Habop

OTMEHE CnpaEKa

Mocne HacTpoKU NapaMeTpoB OTKPbIBAETCSA MHHOOPMALIMOHHOE OKHO:

& WhdopmaunonHoe okro EI@
Bepcua nporparmel 6.4.0.115

Bperma nacnenHeR sanyou 11:09:13

OTCcTaewas sanuce 176720

OnucaHWe cepeepa WHdopMauHoHHo-Toproead cictema QUIK
OpraHuWzagma JAO "TectHuBect"'

Tekywee EpemMa 14:10:05

JocTynHble nong VIHd)OpMaLI,VIOHHOFO OKHa:

Mone Ha3HauyeHue
Bepcua nporpamMmbl MopsaakoBbIN HOMEP BEPCUN MPOrpaMMbl
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Mone

Ha3HauyeHue

[aTa Topros

JaTta npoBegeHnsa TOPros, NO COCTOSAHUIO Ha KOTOPYHO MONyYEHbI
AdHHbIE

Bpemsa cepBepa

3HayeHne, KOTOpPOE pacCUYNTLIBAETCS HA OCHOBE BPeMEHU
NONyYeHNsa C cepBepa akTyasnbHbIX AaHHbIX Tabnnubl «Tekylne
Toprn>». ®dopmaT onpeaenseTcs HacTpoMKaMm onepaumoHHON
CUCTEMBI

BpeMms nocnegHen 3anucu

BpeMsa nony4yeHusa ¢ cepsepa nocneaHemn sanmcm (nopumnm
AaHHbIX). dopMaT onpegenseTcs HacTpolkKaMum ornepaumMoHHOM
cucTeMbl

Yucno 3anucen

Yncno nony4deHHbIX C cepBepa 3anucen

MocneaHssa 3anucb

Homep nocnegHen nonyyeHHoW 3anmcu

OTcTaBwas 3anucb

Homep nocnegHen noayyeHHOW oTcTaBLlien 3anucu (nocne
06pbIBOB CBSI3U MPOMCXOAUT BOCCTAHOBNEHNE MPOMYLEHHbIX
OAHHbIX)

CoeanHeHune

CocTosiHMA: YCcTaHOBeHO/pa3opBaHo

IP-agpec cepBepa

Anpec cepsepa QUIK B ceTn VIHTepHeT

IP-nopT cepBepa

HoMep nopTta ansa gocryna Kk cepsepy QUIK

OnucaHue CoeanHEHUS C CEPBEPOM

OnucaHne coegmHeHuns B CNUCKe AOCTYMHbIX COeAUHEHUN

OnwucaHune cepsepa

Mma cepBepa

Monb3oBaTenb

MMa nonb3osaTens (yKasblBaeTcs Npu perncrpauumn Aoctyna)

OpraHusauus

OpraHunsaums nonb3oaTtens (yKasblBaeTcs NpuW perncrpaumm
aocTyna)

Tekywee BpeMs

BpeMsa Ha koMnbloTepe nonb3oBatens. ®opmaT onpeaenseTcs
HaCTpOﬁKaMVI OﬂepaLl,MOHHOVI CUCTEMDI

Bpemsa Ha cBA3un

MpoaonNXnTenbHOCTbL CeaHca CBA3U C CEPBEPOM. (DOpMaT
onpeaensaeTcsa HaCTpOVIKaMM OI'IepaLlVIOHHOﬁ CUCTEMDI

*
NaeHTuduKaTop ceccuu

YHUKaNbHbIN AEHTUhMKATOP CeCCMM

X
Koa nonb3oBaTtens

Koa nonb3osaTens Ha cepBepe QUIK

*
3aHATO NamMaTn

3ape3epBMpOBaHo, HE NCNONb3YETCA

" MepenaHo coobueHnmn

KonnyecTBo nepenaHHbIX 3anmcen

* o
MNepenaHo Bcero 6aiT

O6wmin 06beM ncxoasuero Tpadmka 3a ceaHc CBSA3N

* i3
MepenaHo nonesHbix 6anT

MonesHbin 06beM ncxoaawero Tpadurka 3a ceaHC CBA3M

PykoBopacTBo nonb3oBatens QUIK
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Mone

Ha3HauyeHue

" NepenaHo 3a cekyHay

0O6beM gaHHbIX B 6aTax, NnepeaaHHbI 3a NOCNEAHIO CEKYHAY

* o
MpuHATO coobLieHni

KonmMuyecTBo NpUHSTBLIX 3anucei

* ~
MPUHATO NonesHbIX 6anT

Mones3Hblh 06beM BxoasLero TpaCbVIKa 3a CeaHC CBA3U

* o
MpuHaToO BCero 6anT

O6wmin 06beM BxoasLero Tpaduka 3a ceaHc CBA3MU

" NpuHsTo 33 cekyHay

0O6beM gaHHbIX B 6aTax, NPUHSATBIN 3a MOCEAHIO CEKYHAY

*
CpenHsas cKopoCTb nepeaaym

O6beM nepenaHHbIX AaHHbIX B 6aliTax, pa3aeneHHblii Ha BpeMs
Ha CBA3M, B CEKyHAAX

*
CpeaHssa ckopocCTb npueMa

O6beM NpuUHATBLIX AaHHbIX B 6anTax, pa3geneHHbl Ha BpeMs Ha
CBSI3W B CEKyHAaX

* %k o
Bpems nocnegHen npoBepku

CBA3U

Bpems nocneaHero BbIMOMHEHUS 3aMepa 3a4AepPXKN AAaHHbIX
koMmaHgon PING. dopmMaT onpegensercs HacTporkamm
OnepaumoHHON CUCTEMBI

Xk
3ajepxKa AaHHbIX Npu obMeHe

C cepeepoM

MocnegHee nony4vyeHHoOe 3HaUYeHMe 3a4epXKN AaHHbIX, B CeKyHAaX

Xk
CpeaHssa 3agepXKa AaHHbIX

CpefiHsisg BENMUMHA 3a4epPXXKN AaHHbIX 3@ BPEMSI TEKYLLEro ceaHca
CBsI3M,
B CeKyHAax

* % o
BpeMﬂ MaKCUMalbHOU 3a4€PXXKKN

BpeMﬂ NMosIB/IEHNS MaKCUManbHOM 3a4€pPXKN OaHHbIX B TEKYLUEM
CceaHce CBA3n

Xk
MakcuManbHas 3azepxka

OAHHbIX

MakcuManbHasa BennuymnHa 3ajepxKn B TeKYLLEM CeaHce CBA3N,
B CEKYHAaX

3
KoHBepTaumsa cMMBOOB

Mpu3Hak KoHBepTauum AaHHbIX, Noay4daemblx ¢ cepeepa QUIK
n3 kogmpoekun CP866 B kognpoeky CP1251 Bo3MOXHble
3HayeHuns:

«[da»;
«HeT>»

* ~
Mo3nunm No geHbram

Konnyectso AeHeXHbIX cpencTts

* o
Mo3nuuin No NHCTpyMeHTaM

Konnyectso MHCTpYMEHTOB

* ~
ObOYEPCHbIX OrpaHUYEHUN

KonnyecTtBo orpaHuyeHuin no gpboyepcam

* o
CDbPOLIepCHbIX nosnunmn

KonunuecTtso no3uunii no dblovepcam

b3
ToproBbIX c4eTOB

KonnyecTso TOproBbiX CHETOB

PykoBopacTBo nonb3oBatens QUIK 33
Paspen 1: NMNoaroroBka k pa6ore



MNMone Ha3HauyeHue

" 3asaBoK KonnyecTtso 3as8BOK

* Cnenok KonMuecTBo caenok

MapameTp cnyxe6Horo nosb3oBaHus. MNpeaHa3HayYeH TONbKO ANs
coTpyaHnKoB Cnyx6bl TEXHUYECKON Noaaep KM

3
MapXuHanbHbIX paaoB (Bcero;

oyepeab)

*
MapKepbl pacchbinok MapameTp cny»xebHoro nonb3oBaHus. NpeaHasHaYyeH TONbKO ANs

coTpyaHNKoB Cny»x6bl TEXHUYECKON MoAAEPKKM

* Ouepeab CepBUMCHbIX 3aaad MapameTp cny>xebHoro nosb3oBaHus. NpeaHasHavYeH TONbKO AN

coTpyaHnkoB Cnyx6bl TEXHUYECKON NoAAepKKM

* .
- paclUMpeHHbI HAabop AaHHbIX

X
- napaMeTpbl NPOBEPKUN CBA3N C CEpPBEPOM, CM. M.

a
3. Nnpukartop «lMoespn>» =&
CneBa Ha naHenwu MHCTPYMEHTOB 0To6pa>|<aeTc;| aHMMaLlMOHHbIVI MHOUKATOpP B BUAE
ABMXyLlerocs noesga. [smxxeHue noesga o3Ha4vaeT NocTynjeHne AaHHbIX C cepBepa.
Ecnn noe3a cTtomuT, 3HAUNUT, HOBbIE Aa@HHbIE HE NOCTyNatoT, BO3MOXHa npobneMa cessu
C cepBepoM. Ecnu coegmHeHne He yCTaHOBIEHO, TO NMoe34 Ha KapTUHKe OTCYTCTBYET.

1.12 Bepcun KOMNOHEHTOB M MNJIAarMHOB

MeHto Cuctema/O nporpamme/KOMNOHEHTbI...

1.12.1 Ha3HaudyeHue

B Avanore coaepXuTtca nHGopMaLnMsa 0 KOMMOHEHTAxX W NnarMHax UCnosfib3yemMoit Bepcum
NnporpaMmbil.

1.12.2 dopmMmaT Tabnuubl

Kaxgas cTtpoka Tabnuvubl COOTBETCTBYET OTAE/IbHOMY KOMMOHEHTY/nnarnHy. B ctonbuax tabnunubi
oTobpaxkatlTca cneayrowme napameTpbi:
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HaszBaHue nonsa 3HaueHue

CocTosiHMe CocTosiHME KOMMOHEeHTa/nnaruHa. Bo3aMoXHble 3HaYeHUA !

«3arpy>eH» — BKJIIOYEH MOJIb30BaTENIEM, 3arpy>XeH TEpMUHAIOM

n paboTtaert;

«BbIK/lOYEH» — HE 3arpyXaeTcs TEPMUHAMIOM, TaK KaK BbIK/IHOYEH
nonb3oBaTeneM;

«0TKa3» — BKJIIOYEH MOJSb30BaTesIeEM, HO NMpPU 3arpy3ke TeEpMUHANOM
npomsowna owmnbka (HanpumMmep, KOHYMANCH JIMLIEH3NN Ha cepBepe),
M B TEKYLLUUA MOMEHT OH He paboTaeTt

Ha3BaHne KOMMOHEeHTa Ha3BaHne KOMNoHeHTa/nnarnHa

BepCVIﬂ Bepcml KOMMNOHeHTa/nnarnHa
Bepcuu KOMNOHEHTOB M NAArKHOS [&J

CocToaHme HazpaHne komnoHeHTa Bepcua
Jarpysxer Dde2Excel_Pr.dll 10,42
JarpyxeH info.exe 7.1.0.205
Jarpysed it 2.0.0.2
Jarpyser lang_res.dll 710,205
Jarpyser QChart.dll 9.2.0.23
Jarpysxer Qctrls.dll 1.4.0.40
Jarpyxed QHotKey.dll 1023
Jarpysed QHtmIRep.dil 1201
JarpyseH QList.dll 27,038
Jarpyser Qrdargin,dll 30,412
Jarpysxer QPile.dll 5.0.4.92
3arpyxer Qrypto32.dil 5.0.1.4
SarpyseH Qrypto3?_Prdll 4.0.18
JarpyseH SecProwdll 4111
Jarpyser avt_de.dll 12.0.2.6
Jarpyxer avt_dtcp.dll 12.0.2.6

V| Jarpyxen qlua.dil 23303

C nomoLubo Cbﬂa)KKa B KONOHKe «COoCTOsiHME» Mosb30BaTeslb MOXET BKAOUYUTb MW OTKIKOUYNTD
MCnosb3oBaHMWeE onpeaeneHHoro niarnHa. I'IpM OTKNTIOYEHUN NNarnHa ero MeHK yaandaeTcsda, a OKHa
3aKpblBalOTCA U HE BOCCTaHABJ/INBAOTCA aBTOMaTUYECKU NPpU nocneayruweM BKIKOYEHUN.

1.13 O6HOBNEeHMEe BepCcum nNporpaMmmbl

1.13.1 ABTOMaTnyeckoe o6HoB/IeHHue

Cucrtema QUIK MMeeT BCTPOEHHbI MEXAHM3M aBTOMATUYECKOro 06HOBNEHUSA BEPCUU MPOrpaMMbl.
Mpu coeaMHEeHUM NporpaMMbl KIMEHTA C CEPBEPOM CUCTEMbI MPOM3BOAMTCA CBEPKA MOAY/IEN
NporpaMmMbl U UX BEPCUI Ha KOMMbIOTEPE KIMEHTA C 3TaNIOHHOM KOHdUrypaunein, pasMeLLeHHoM
Ha cepBepe.
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Mpun obHapy>XXeHn Ha cepBepe HOBbIX MOAYNEN NporpaMma npeanaraeTt NpouM3BecTn UX Npuem
N ycTaHoBKYy. TakuMm obpas3om, aAns o6HoBNEeHUs nNporpaMMmbl HeT HEO6XOAMMOCTU yCTaHaBNMBaTb
3aHOBO NporpamMmy m3s anctpubyTmea, 4OCTAaTOYHO NOAYYUTb OOHOBJSIEHHbIE MOAYMN N NO3BONUTL
cucteme QUIK ycTtaHOBUTB MX. [ 3TOro HaXMmUTE KHOMKY «MpuUHATE dainbi».

Mocne 3arpy3kn aiioB Ha KOMMNbLIOTEP KJIMEHTA Ha 3KpaHe NoSIBUTCS NMpeanoXxeHne
nepesanycTuTb NporpaMmMmy, YTobbl 3anmMcaTb HOBble (anibl B3aMeH NpeXxHux. HaxMmnte KHOMKY
«[a». Nocne obHOBNEHNA NporpaMmMma NpeaoXnT BOCCTaHOBUTb COeAMHEHME C CEPBEPOM M CHOBA
rotoesa K pabore.

I Ana o6HOBNEHMA NporpaMMbl Nepesarpyska KOMNbloTepa He TpebyeTcs.

BO3MOXHOCTb @BTOMATUYECKOro O6HOBIEHUSA BEPCUMM NPOrpPaMMbl MOXET ObITb OTK/IOYEHA.
Ons aToro Bbibepute NyHKT MeHto Cuctema/HacTtpoitkn/OCHOBHbIE HAaCTPOMWKM..., pasaen
«Mporpamma», cHuMuTe pnaxxok «O6HOBNATb BEPCUIO MPOrpamMMmbl».

1.13.2 3anyck O6HOBNEHUSA BPYUYHYHO

O6HOBNEHME BEPCMUN NMPOrPaMMbl MOXHO 3anyCTUTb BPYUHYHO, BbI6paB NMYHKT MEHHO
Cucrema/0O nporpamme/lMNpoBepntb 06HOBJ/IEHNE NPOrpaMmMmbl.

1.14 NMonyuyeHune cannos

MexaHn3M obHoBNEHUSA BEPCUN NpOorpaMMmbl MOXET 6bITb MCMOb30BaH ana nepegadu

OT aAMUHUCTPATOpa CUCTEMbI ee MoJSIb30BaTeNSAM pa3fiMyHbIX Gannos. [na 3TOro B MeHI0
nporpammbl Cucrema/MonyyeHue pannoBs... NpeayCcMOTpeHbl cneumanbHble dhainoBble
obnactu.
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& MonyyeHune Gaitnos [&J

Painoeaa obnacTe

NMuunan KomnaHmum Ohwan @ Mporpamma OBHOBNTE

A dhakina Pazmep  MoaydeHo Hoeasa eepoda Tekylaa sepcna CocToAaHKe

Brero 3 dhaiinos 10666291 BaAT BelaeAnTs Bce

Belgeneno I daknoe 0 Badr CHATh BRIgEAEHNE

TeryLUMA dakn Brero
MpuHATo BadT %
BaiT CropocTe BaliT/c

s
BpemeHn saTpadero

MpHHsTE Daiiel | Bpemenn ocTanoce

MpekpaTuTe NpKem Jakpeme Cnpaska

1.14.1 HasHaueHue daitnoBbix obnacrei

«JlInyHas» — ans pasmelleHns AOKYMeHTOB 1 alinoB, NpeAHa3HaYeHHbIX TOJIbKO AaHHOMY
nonb3oBaTtento (Hanpumep, otyeTbl 6pokepa). MNMpuHAaTbie @alnbl HaKanINBaKTCA B Manke
FILES\PRIVATE pa6boueir aupektopum QUIK.

«KoMnaHum» — Ansa pasMelleHns AOKYMEHTOB U (Gannos, npeaHasHadYeHHbIX A1 COTPYAHUKOB
KoMnaHuu. MpuHatele dannbl HakannmeatoTca B nanke FILES\COMPANY pa6ouel agnpekrtopum
QUIK.

«Obwasn» — anga pasmeweHmsa anaos n 4JOKYMeHTOB 06Lero nosb3oBaHMs, TakMX Kak
pernamMeHT okasaHusa ycnyr 6pokepa, Tapudbl, AOKYMeHTaumsa K nporpamme. MNpuHaTtbie dannbl
HakannmeatoTca B nanke FILES\PUBLIC pa6ouein gnpektopun cucrtembl QUIK.

«lMporpamma» — ansa o6HOBMEHNA BEPCUM NPOrpaMMmbl.

HaxaTtne kHonkn «O6HOBUTL» MPUBOAUT K NMOBTOPHOMY 3amnpocy cOCTosHMS dalinioBoli obnacTu.
Ncnonb3yiiTe ee, ecnv oXxunaaeTe pasMeLLleHNs Kakoro-nm6o daina aAMMHUCTPATOPOM.

1.14.2 Ha3HaueHue nonei cpamnoBbix obnacrem

«Nma panna» - uma danna.

«Pasmep» - pa3smep daina B banTtax.

«lMony4yeHo» — pa3sMmep Noay4YeHHOM 4YacTtu dainna, B bantax.

«HoBas Bepcusa» - Bepcusa daiina Ha cepeepe.

«Tekylwaa Bepcusi» — Bepcusa dalisia Ha KOMMbOTEPE KIIMEHTA.

«CocTosiHMe» — cocTosiHue npueMa (ecTb, HET, yCcTapen, NAeT npueM, NpuHNT).
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1.14.3 Mpuem danna

YTo6bl NpUHATL ans, HY>XHO BbibpaTb €ro Ha)xaTMeM NEBOW KHOMKM MbllK. Bbi6paHHble dhalnbi
noMevarTcs KpacHbIM LBeToM. Mons «Bcero» n «BbiaeneHo» MHpOPMUPYIOT O KONYecTee
AOCTYMHbIX U 3aKa3aHHbIX K MOMYyYEHUIO AAHHbIX.

Haxxmute kHonky «[MpuHATb dannbl» ansa nonydvyeHusa dainos. Pasgensl «Tekywnin dpann»
n «Bcero» otobpaxkatoT COCTosHWE NpuemMa gaHHblX. [pouecc nony4yeHus 3aBepLluaeTcs
aBTOMATMYECKU, MO3TOMY MOXHO 3aKpbITb 3TO OKHO HaXXaTMEM KHOMKWN «3aKpbITb».

Mpn He06X0AMMOCTN MOXHO Bbl3BaTb OKHO «[losydeHne dannoB» M3 MEH NporpaMmbl

N OCTaHOBUTb NPUEM HaXaTUeM KHOMKU «lpekpaTuTb Npuem».

Mpoueaypa nonyyeHun ¢ainos ocyuwecreBnsaerca B GOHOBOM peXXUMe U He
B/INSIET Ha ONEepPaTUBHOCTb NosyyeHus 6uprxxesoin nHpopMauum BO BpeMs
ToproB. OgHako, npu pa6oTe No KaHaJsiaM CBAA3U C HU3KOW NPOMNYCKHOM
CNOCO6GHOCTbIO NPOLIECC MOXKET 3aHATb 4OCTAaTOUYHO MHOIo BpeMeHu. B
TaKMX CJZlyyasix peKoMeHAyeTcsa NpousBoaMTb nonyvyeHume daimnos nnbo
nepep Ha4vyaJioM TOProBoi ceccum, Nnnb6o Nocne ee OKOHYaAHUA.
AAMMHUCTpPATOP CUCTEMbI MOXXET BBECTU OrpaHUYeHue Ha nepuopn
BPEMEHMU B Te4YeHMe CYTOK, KOrga BO3MOXKHO nosiyyeHue ¢pannos.
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Mpuno)xxeHue 1. CoobuweHnn 06 owumnbkax

Own6KM Npu BBOoAE UMEHU U napons

1.

«®ann c knvYaMmnm He HanageH»

Mporpamme He yganocb obHapyxuTb dann c KN4YamMu, ykasaHHbll B qrypto.cfg. Ecnn
KJI0UM XPaHSATCS Ha K/O4YeBOM HocuTene, ybeamtecb, YTO OH BCTaBJIEH B KOMMbLOTEP.

Ecnun knoum XpaHATCSA He Ha KA4YeBOM HocuTene, ybeamTtecb, YTO OHM AOCTYMHbI AN
YTeHUS Mo agpecy, ykasaHHOMY B pa3saene «[porpamma» / «llndpoBaHmne» nyHkTa
MeHto nporpammbl Cucrema/Hactpoiikn/OCHOBHbIE HAaCTPOMUKM....

B OTKpbIBLIEMCS OKHE HYXXHO Ha)kaTb KHOMKY «HAaCTPOMKKM MO YMOAYAHUIO» U HAaNTK
cTpokn «®aiin ¢ nybnanyHbeiMn KaoyYamm» n «dann ¢ CEKPETHbIMKU KaoYamum». Ecnuv atu
CTPOKM He yKasaHbl, TO cMcTeMa Mo yMOA4YaHUo uweT dainbl C KIao4YaMn Ha gmcke A:.
MyTb K dhanny He Ao/KeH coaepxXxaTb NpobenoB U pyccknx 6ykB. MI3MeHATb 3Tu
HaCTPOMKMN MOXHO TONIbKO MpU OTCYTCTBUU coeanHeHnsa ¢ cepsepom QUIK.

MoBpexaeH K4YeBOn HocuTenb NMb60 dain ¢ kavamm. Mcnonb3oBaHWe Ko4a
HEBO3MOXHO, HEO6X0AMMO 3aHOBO CO34aTb W 3aperncTpupoBaTh Ha cepBepe Koy
pocryna.

«Kntou cepeepa nnum nonb3oBatens He HangeH»
B danne nybnnuHbeix kntoden pubring.txk otcyTcTByeT nybnnyHbIN KOY cepBepa
C naeHTndnKaTopoM, YKasaHHbIM B HACTpoMKax BbIbpaHHOro CoeanHEeHMs.

B danne cekpeTHbix Kto4en secring.txk oTcyTCcTBYeT CeKpeTHbIN K/toY Nosib30BaTens,
COOTBGTCTBytOLLI,VIVI BBEAEHHOMY UMEHMN.

«Owunbka BBOAA-BbIBOAA NMpu obpalleHun K danny c Knodyamm»

Owunbka obpalleHuns K danny ¢ kaovamm. BosMOXHO, 3anpelleH AoCcTyn K danny.

«YKa3zaHo HeBepHoe uM4A dalna ¢ Knrvamm»

B danne HacTpoek grypto.cfg ykazaHo HeBepHoe umsa danna.

«HeBepHbIN KoY B danne ¢ Knoyamm»

OAVH U3 KJloYen AoCTyna, yKasaHHbIX B danne qrypto.cfg, nmeet HeBepHbIi dopmaT
nnbo nospexaeH. Heobxoanmo co3aaTth M 3aperucTpMpoBaTh KOUYM 3aHOBO.

HesepHbin naponb (Wrong password)
BBeaeH HeBepHbIA Naponb. YA0CTOBEPbLTECH, YTO Nap0o/b BBOAUTCS NpPWU NpaBUiIbHOM
perucTpe 1 s3blke, 1 NOBTOPUTE BBOA.

«Owmnbka wundposaHmsa N ...»
Mpomnsowna owmnbka wudposaHums. MNMpu NosBNEeHMN aHHOM owWnbKM oTNpaBbTe

CHMMOK 3KpaHa (screenshot) B Cnyx6y TexHunuyeckon nogaepxkm QUIK -
quiksupport@argatech.com.
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OWn6KN NpU YCTAaHOBJIEHUU CBA3U C CEPBEPOM

1.

«CoeiIMHEHWE YCTaHOBUTb He yaanocb»

YKa3saHHble B napameTpax coeamHeHus IP-agpec n nopT AOCTYMHbI C KOMMbOTEpa,
Ha KOTOpOM 3anyuieHo Pabouee mecto QUIK, Ho cepBep QUIK c TakmMmm napaMmeTpamu
He 3anyweH. ObpaTtutech K agaMuUHMUcTpaTopy cucrtembl QUIK.

B 6a3e cepBepa QUIK He HaliaeH nonb3oBaTeflb C yKa3aHHbIM K/lOUOM, obpaTuTech
K agMnHucTpatopy cmctembl QUIK.

«Connection refused» (CoeanHeHne OTBEPIrHYTO)

YKasaHHble B NapaMeTpax coeanHeHus IP-agpec v nopT AOCTYMHbI C KOMMObKOTEPA,
Ha KOTOpoM 3anylweHo Pabouee mecto QUIK, Ho cepBepoM QUIK He obcnyxuatoTcs.
O6patuTtech kK agMuHucTpatopy cucrembl QUIK.

«No Route to Host» (HeT BO3MOXHOCTU MNOAKOYEHUSA K CEpPBEPY)

YKasaHHble B napameTpax coeamHeHusa IP-agpec n nopT HeAOCTYMHbl C KOMMNbOTEpa,
Ha KOTOpoM 3anyleHo Pabouee mecto QUIK. O6paTtutech K CBOEMY aAMUHUCTPATOPY
CeTn ANs HacTpoukn coeanmHeHus ¢ cepeepom QUIK.

«You already work in system» (Bbl yxe paboTaeTte B cucreme)

CepBep He gonyckaeT OAHOBpeMeHHY0 paboTy ABYyX nofib3oBaTtesnielt C OANHAKOBbIMU
KnYamm goctyna. Ecnm takoe coobuieHune nosyvyeHo npu BOCCTaHOBAEHUM
coeanHeHusa nocne obpeia (Hanbonee BepoOATHO NPU MOAEMHOM COEANHEHUM),

TO AOCTaTOYHO MOBTOPUTb MOMbITKY Yepe3 HECKO/IbKO CeKYHA, Koraa cepsep
npekpaTut 06paboTKy npeablaywero CoeAnHeHUS.

Ecnu coobluieHne nosyyeHo npu nepeBoM ceaHce CBA3M C CEpBEPOM, 06paTUTECh
K aAMUHUCTPATOPY CUCTEMBI.

«License expired» (Cpok NMUEH3UN UCTEK)

NcTek CpoK AeNCTBUS TULEH3NM Ha NMosib30BaHMe TepMuHanoM cuctemol QUIK.
O6paTtuTtech K agMuHUCTpaTopy cepsepa QUIK gna npoanerHus gocryna.

«Access locked by administrator» (JocTyn 3abnoknposaH agMUHUCTPATOPOM)

Monb3oBaTenbCckas yyeTHasa 3anucb nbo ip-agpec 3abnokmpoBaHbl
aaMunHucTpatopoM. ObpaTtuTech K agMmMHUCTpaTopy cepsepa QUIK.

«Protocol error» nnn «Outdated protocol version» nnn «Incorrect protocol version»
nnn «Unsupported protocol» (HecooTBeTcTBylOLWas Bepcms NpoToKoa)

CepBep He nogaepxuBaeT paboTy ¢ paboymm MeCcToM KaneHTa AaHHOW BepCcUn.
Crapeble Bepcumn pabouero mecta QUIK coBMeCTMMbl C HOBbIMW BEPCUSIMU CEPBEPHOM
YyacTu, 04HaKO COBMECTUMOCTb HOBbIX BEPCUI KIIMEHTCKOro TEpMMHana

C NpeabiaywmMmn BepCcusaMmn cepeepa He rapaHTupyeTcs.

Ucnonb3syinTe aBTOMaTUUeckoe o6HOBIEHNe Bepcun NnporpamMmbl (MyHKT
MmeHIo Cucrtema/O nporpamme/lMpoBeputb 06HOBNEHUE NporpaMmbl). B
5TOM Cny4yae COBMECTMMOCTb Bepcui o6ecneueHa.

8. «Unknown provider» (Hen3BecTHbIi KpunTonpoBanaep)
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HacTponku cncremsbl WnN@poBaHMSa NPOrpamMmMbl KIMEHTA HE COOTBETCTBYIOT
npuUMeHsieMbiM Ha gaHHoM cepBepe QUIK. M3aMeHuTe HaAaCTpPOMKN B COOTBETCTBUM
C pekoMeHaaumaMm agMMHUCTpaTopa cepeepa.

9. «Certificate parts corrupted» (CepTudunkart nospexaeH)

HeB0O3MOXXHO MCMNO/b30BaTb AAaHHbIN cepTUdMKaT NOACUCTEMbI KpUnTorpadunyeckom
3aWwmnTbl MHGopMaumn. ObpaTnTech 3a NOMOLLbLIO K aAMUHUCTPATOPY cepBepa.

10.«User not found» (lMonb3oBaTenb HEe HANAEH)

Mpun SSL-aBTOpM3aUMKM He HalaeH nosb3oBaTenb. ObpaTuTech 3a NOMOLLbLO
K agMUHUCTpaToOpy cepsepa.

11.«Error while context creation»

Owwnbka B npouenype ayteHTudukauum. CoobmTte 06 owmnbke agMMHUCTPATOPY
cepBepa C yKa3zaHMEM MCNO/b3YEMON CUCTEMbI KpunTorpaduyeckon 3awmTsl
nHdopMaunm.

Ownbku npm paborte c nporpaMmMomn
1. «Connection timed out» (CoeanHeHue pa3zopBaHoO)

CoeaviHeHMe nNpepBaHO M3-3a MNJIOXOr0 KayecTsa CBA3W. YCTAaHOBUTE CBA3b CHOBA.
Ecnn pa3pbiBbl CBA3M CNy4arloTCcs 4acTo, MPOKOHCYIbTUPYNTECH C aAMUHUCTPATOPOM
cepsepa QUIK HacueT npaBU/IbHOCTN HAacTpPOeEK CUCTeMbI M BbibOpa npoBanaepa.

2. «Connection reset by peer» (lMoTepsHO coegnHeHne C cepBepomM)

CoeauHeHMe C cepBepoM NnoTepsiHo. MonblTalTech YCTAaHOBUTL CBA3b CHOBA.
Mpoun3oLwno aBToMaTMUYeCKoe OTK/IIoUYEHNE MONb30BaTeNei N0 OKOHYaHMM TOProB.

3. «HeB0O3MOXHO 3anmcaTb HAaCTPOMKKN coeanHeHns B dalin HacTpoek <nyTb K danny>info.ini»

®ann nMeet atpmbyT «ToNbKO ANa uteHus». Ybepute sToT aTpnbyT y danna.

MNMonb3oBaTeNlb HE UMEET NpaBa Ha 3anucb B AUPEKTOPUIO, TAe YCTAHOB/EHA
nporpamMma. MNonpocuTe CUCTEMHOrO aAMUHUCTPATOpPa PaspeLlnTb 3anncb B YKa3aHHYIO
ONPEKTOPUIO.

®dann 3aHaT gpyron nporpammont. Yéeaurtecb, 4to daiin info.ini He OTKpbIT B KaKOn-
nnbo nporpamMme, HanpuMep, TEKCTOBOM peaakTope.

4. lporpaMMa 3anycKaeTcsl, HO 3aTeM BblAAeT OWNBKY N NpeKkpallaeT paboTy

Mpounsowno HapyLweHne LesoCTHOCTU NPUHATBIX AaHHbIX. HeobxoamMMo yaanutb dain
info.log n3 gupekTopun ¢ yctaHosneHHown cuctemon QUIK n 3anyctuTb nporpaMmmy
3aHOBO.

Mpoun3owno HeKoppekTHoe 0bHOBIEHME BepcuKn nporpaMmmbl. Heobxoanmo
BOCCTaHOBUTb Npeablayliee CocTosHne cmctembl. B pabouen gupektopumn cmctemsl
QUIK HanguTte anpektopuio «BACKUP». B Hel pacnonoXxeHbl NoaanpekTopum

C nMmeHamn popmata <AOAMMITTT>, roae <A44> - uncno, <MM> - mecsy, a <ITTr> -
rog gatbl o6HOBNEHMS. Bbibepute AMpeKToputo C gator nocnegHero ob6HoBAEHUS

N ckonupymnTe BCe hainbl n3 Hee B pabouyto anpektoputo QUIK, nocne yero

3anycTuTe NporpaMmy 3aHOBO.
Mpounzowen cb6om B paboTte cuctembl. ObpaTutecsk K agMmHMUcTpaTopy cuctembl QUIK.

5. «TepmuHan 6yaet oTkato4veH yepe3 N cekyHa».
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Monb3oBaTenb 6bl1 HEAKTUBEH NPU BKIIIOYEHHON HacTponke «OTKAKYaTbCs

Mo UcTeyeHun 3agaHHoro nepuoga 6esgencremsa» (cm. B n. 2.10.1 Pasgena 2
«OCHOBHbIe NpuHUMNbl paboTbi»). [ns npoaomkeHns paboTbl HAXXMUTE KHOMKY «OK»
B OTKPbIBLUEMCS OKHE, MHa4ye No UCTEYEHUN BPEMEHN COeANHEHMNE C CepBepoM byaeTt
pa3opBaHO N OTKPOETCS OKHO COO6LWEHMA:

T QUIK: okHo cooBuuerni — >
CoeMHEHWE pasopBaHo U3-3a
AANTENEHOrO BE3ZENCTENA NONL30BATENA
12:26:54

M| | 44| b | [l % / 9% @

I CoeanHeHune c cepeepoM QUIK MO>XHO HAaCTPOUTb TOJIbKO BPYUHYIO.
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MpunoxxeHue 2. NMNpuMmep nonyuyeHus ceprudpukara
yepe3 web-nHtepdenc yanocrosepsouiero LeHTpa

1. OtkpounTte Internet Explorer (koppekTHas paboTa no nony4vyeHuio ceptudurkaTa rapaHTMpoBaHa
TONbKO B AaHHOM 6pay3epe).

2. BcraBbTe B CTPOKY agpeca CCbiIKY, MoJly4YeHHyto oT 6pokepa. B oTkpbiBLIEMCS OKHE Ans
BbibOpa 3a4a4y OTMETbTE rasioMKamMy 3HaYEeHUs!, YKa3aHHble Ha CKPUHLIOTaXx:

[ EN Anrnmincranis (CHIA) 2
a@lé‘ http:// pe-vber-old/ Certsry/ 0 - & X |[ @ Microsoft Certificate Services ‘ |
% Haiii: [ na_al | Hasaa Janee |[F) Mapamerper ~ |
Microsoft Certificate Services — VBer Test CA Home
Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you will be able

to securely identify yourself to other people over the web, sign your e-mail messages, encrypt your e-mail messages, and more depending upon the type of
certificate you request.

Select a task:
@ Retrieve the CA certificate or certificate revocation list
© Request a certificate
© Check on a pending certificate

- — ——— —— e EN Ancniickait (CILA) 7)Cnpaska o

a‘. )@ witpu/pe-vher-old Cetsn/certcarcasp £ - & X || @ Microsott Cericate serviees x || G

% Haitru: | na_all | Hasag fanee | 7] Napamerpur ~ |

Microsoft Certificate Services — VBer Test CA

Home

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from this certification authority.

It is not necessary to manually install the CA certification path if you request and install a certificate from this certification authority, because the CA
certification path will be installed for you automatically.

Choose file to download:
CA Certificate:

© DER encoded or © Base 64 encoded

Download CA certificate
Download CA certification path

Download latest certificate revocation list
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Ceptudurar
lt

OBwme |CocraB | MyTe cepTMdMKaLMM|

2 g CeenexHun o cepTudmKaTte |

371oT ceprndMKaT NnpegHasHavYaeTca ona:

* BCe NOAMTHKK BblAE4M I
| * BCe NOAMTHKKA NPMMEHEHWA

Homy BBIgaH: VBer Test CA
Hewm Boigan: WBer Test CA

Aeitcteurenen ¢ 26, 11, 2012 no 27, 11, 2014

[YCI'EHOBHTI: CEpTHCbMKET. - ] 33ABNEHWE NOCTABLULMKS

MogpobHee o o

|

YcTaHoBUTE cepTUdMKaT YAOCTOBEPSIIOLLEro LeHTpa C MOMOLbo MacTepa MMNopTa
cepTndunKaToB, BbibpaB XpaHunvue «loBepeHHble KOPHEBbIE LLEHTPbI CepTUDUKALNNS.

CepTuduKaT yAOCTOBEPSIOWEro LeHTpa yCTaHOBEH. [lanee ycTaHOBUTE cepTUdUKAT KIMEHTa:

. — ————— et s [ P ST
a@kg https//pe-vber-old/ Certsrv/

L-rox H (& Microsoft Certificate Services
| Hasaa Janee | (7] Napamerper =

> Haiiru: [ na_all

Microsoft Certificate Services — VBer Test CA

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you will be able
to securely identify yourself to other people over the web, sign your e-mail messages, encrypt your e-mail messages, and more depending upon the type of
certificate you request.
Select a task:

© Retrieve the CA certificate or certificate revocation list

® Request a certificate

© Check on a pending certificate
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OTMeTbTe rasioukamMu 3HaveHus, YKa3aHHbl€ Ha CKPUHLWIOTAX:

[ 5

3 Haiim: | na_all

P B e e ——— ————
)[@ hitpy/pe-vber-old/ Certsrv/certrqus.asp

p-cx ” (& Microsoft Certificate Services *
| Hasaa flanee |[[7] Napamierper =

- —

EN Anrnwiicionin (CHIAY 7

Microsoft Cerlificate Se

— VBer Test CA

Choose Request Type

Please select the type of request you would like to make:

© User certificate request:

Web el

cate
E-Ma fi

© Advanced request

T o — — —— e ————
el: w‘@ htp://pe-vber-old/Certsrv/certrqad.asp P-Cx H & Microsoft Certificate Services %

| Hasaa flanee |[[7] Napauerper +

-— —

EN Avrnwitcendt (CIIA) 2)
3 Haiim: | na_all

Microsoft Certificate Services

- VBer Test CA

Advanced Certificate Requests

You can request a certificate for yourself, another user, or a computer using one of the following methods. Note that the policy of the certification authority
(CA) will determine the certificates that you can obtain.

© Submit a certificate request to this CA using a form.

@ Submit a certificate request using a base64 encoded PKCS #10 file or a renewal request using a base64 encoded PKCS #7 file.:

© Request a certificate for a smart card on behalf of another user using the Smart Card Enrollment Station.
You must have an enrollment agent certificate to submit a request for another user.
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O B e —— —— G —— i —
e.. )@ hitpy//pe-vber-old/Certsrv/certrqu.asp

R-ocx H (& Microsoft Certificate Services
| Hasaa Aanee |[7] Napamerpe ~

EN Anrawicxmi (CLUA) 7) Cripaska

N o
{2
% Harimw: [ na_l

Microsoft Certificate Services — VBer Test CA

Submit A Saved Request

Paste a base64 encoded PKCS #10 certificate request or PKCS #7 renewal request generated by an external application (such as a web server) into the
request field to submit the request to the certification authority (CA).

Saved Request:

Base64 Encoded
Certificate Request
(PKCS #10 or #7):

<«
Browse for a file to insert.

Additional Attributes:

Aftributes:
<

B faHHOM OKHE HaXXMuTe KHOMKY Browse n ykaxute nyTb K cOOpMUPOBAHHOMY 3anpocy
Ha ceptudukaTt. B cnyyae ecnm 6pay3sep coobuiaeT 0 HeAONYCTUMOCTU NOAO6HOro AenCTBMS

n3-3a coobpaxeHunit nonnTnkm 6esonacHoCcTn, To cogepxumoe dairna 3anpoca Ha ceptTudumkaT
MOX>HO MNPOCTO CKOMNWMPOBATb B COOTBETCTBYHOLLYIO (DOPMY:

EN Anrnwiacioan (CLIA) 2 TCrpaska
| Hazza Zanee | (7] Nepamerper ~

% Harimw: [ na_all

Microsoft Certificate Services — VBer Test CA

Submit A Saved Request

Paste a base64 encoded PKCS #10 certificate request or PKCS #7 renewal request generated by an external application (such as a web server) into the
request field to submit the request to the certification authority (CA).

Saved Request:

PochUXhvx+vI9H0JD]1+ZaAzP{VgixAFusSLlawBle «
SIr9HbfgrbDXz0xibrkr PGugNSRWMGaMQ4QRIOLA
Base64 Encoded hgOtFXSbPBYHP/8FP1gBgXuk8rmég2TS61p8UL3n
Certificate Request
(PKCS #10 or #7). QUEST--—-—

N

P [ m | »
Browse for a file to insert.

Additional Attributes:

Affributes: i
4 »
Submit >
EN Arrsmitcki (CLIA) 2
ef )| @ hitp/tpe-vber-old Cersrvcetinsh.asp P - & % || @ Microsoft Certfcate Senvices 0 1y &8
% Haiiru: [ na_all | Hasaa Menee |[7] Napamerps ~
Microsoft Certificate Services — VBer Test CA

Certificate Issued

The certificate you requested was issued to you.

@ DER encoded or © Base 64 encoded

g Download CA certificate
Download CA certification path

B nosiBuBweMcs okHe BbibepuTte «Download CA certificate», nocne vero ceptudukar
6e3onacHocTM 6yaeT coxpaHeH B yKa3aHHOM MoJib3oBaTeNleM MecTe.
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